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Protocol-Aware Radio Frequency Jamming in Wi-Fi and
Commercial Wireless Networks
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Abstract: Radio frequency (RF) jamming is a denial of service
attack targeted at wireless networks. In resource-hungry scenar-
ios with constant traffic demand, jamming can create connectivity
problems and seriously affect communication. Therefore, the vul-
nerabilities of wireless networks must be studied. In this study, we
investigate a particular type of RF jamming that exploits the se-
mantics of physical (PHY) and medium access control (MAC) layer
protocols. This can be extended to any wireless communication net-
work whose protocol characteristics and operating frequencies are
known to the attacker. We propose two efficient jamming tech-
niques: A low-data-rate random jamming and a shot-noise based
protocol-aware RF jamming. Both techniques use shot-noisepulses
to disrupt ongoing transmission ensuring they are energy efficient,
and they significantly reduce the detection probability of the jam-
mer. Further, we derived the tight upper bound on the duration
and the number of shot-noise pulses for Wi-Fi, GSM, and WiMax
networks. The proposed model takes consider the channel access
mechanism employed at the MAC layer, data transmission rate,
PHY/MAC layer modulation and channel coding schemes. More-
over, we analyze the effect of different packet sizes on the proposed
jamming methodologies. The proposed jamming attack models
have been experimentally evaluated for 802.11b networks onan ac-
tual testbed environment by transmitting data packets of varying
sizes. The achieved results clearly demonstrate a considerable in-
crease in the overall jamming efficiency of the proposed protocol-
aware jammer in terms of packet delivery ratio, energy expendi-
ture and detection probabilities over contemporary jamming meth-
ods provided in the literature.

Index Terms: Jamming detection, network allocation vector (NAV),
protocol-aware jamming, random jamming, shot-noise.

I. INTRODUCTION

Wireless local area networks (WLANs) have attained ex-
tensive appeal owing to their expediency, efficiency and util-
ity. Rapidly decreasing infrastructure and technology costs have
made them highly effective and triggered their worldwide de-
ployments. The global deployment of commercial wireless net-
works including wireless fidelity (Wi-Fi), worldwide interop-
erability for microwave access (WiMax), global system for
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mobile communications (GSM), code division multiple access
(CDMA), and long term evolution (LTE) have increased signif-
icantly in the last two decades.

Despite the advancements in technology, security in wireless
networks remains principal concern for deploying wirelessnet-
working solutions to business. Wireless networks are physically
exposed and opportunities for intrusion are high. The broadcast
nature of WLANs introduces an inherent security flaw in wire-
less communication [1]. Advanced hacking attempts such as
sniffing, rogue access points [2], bluesnarfing, bluejacking and
denial of service (DoS) attacks [3] have presented serious secu-
rity challenges to wireless networking. Significant has been doc-
umented on the security of wireless networks[4]–[8]. Several se-
curity mechanisms including access control, data integrity, data
confidentiality, user authentication and anonymity have been
proposed in the literature [5], [7], [9], [10]. Issues of quality
of service (QoS) and discontinuity of the service have also been
widely addressed [11], [12].

Denial of Services (DoS) attacks on wireless networks are
considered among the major attacks because of the launching
ease and effectiveness of these attacks. Radio frequency (RF)
jamming [6], [9], [11]–[15] provides attackers with highlyeffi-
cient and easily implementable methods to launch DoS attacks
against the inherently insecure wireless broadcast medium.
When working working on such attack models, one question al-
ways arises, “Why propose efficient and effective mechanisms
to disrupt WLAN services? Is it prudent to devise new jamming
mechanisms allowing hackers to disrupt WLAN services?” Al-
though, jamming can be malicious as an attempt to disrupt
WLAN services with the ultimate loss of data connectivity and
communication, it can also facilitate protecting the most im-
portant targets by jamming remotely controlled wireless devices
such as, cellular jammers. Whereas, we work on weaknesses in
WLAN protocols by first launching intelligent attacks to iden-
tify potential vulnerabilities associated with the protocols, we
then propose possible countermeasures to avoid such attacks. In
this paper, our contributions are as follows:
• Implementing a novel protocol-aware RF jamming attack that

exploits vulnerabilities at the physical (PHY) and medium ac-
cess control (MAC) layers of WLANs. We also demonstrate
that the proposed attack model is feasible to be implemented
against any network whose channel and protocol characteris-
tics are known to an attacker.

• Achieving high jamming efficiency.
• Launching stealthy jamming attacks against 802.11b, GSM

and WiMax networks at different data rates.
Our results are based on experimentation in actual testbed en-

vironment. We demonstrate a significant improvement in jam-
ming efficiency over 802.11, GSM, and WiMax networks as
compared to the similar work proposed in the literature. There-
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mainder of this paper is organized as follows.
Section II explains RF jamming principles and the channel

access mechanisms in 802.11 networks. Section III providesa
summary of similar work reported in the literature. The pro-
posed probabilistic jamming models are explained in Section
IV and V. We describe our experimental environment in Section
VI. A discussion on the achieved results is presented Section
VII. Section VIII provides our analysis on the effect of differ-
ent packet sizes on the efficiency of random jamming mecha-
nisms. Our conclusions are made in Section IX.

II. UNDERSTANDING RF JAMMING

In this Section we discuss important concepts and terminolo-
gies required for the understanding of the remainder of thispa-
per. We briefly explain RF jamming and channel access mecha-
nisms in WLANs. Further details can be accessed in [1], [16].

A. RF Jamming in WLANs

RF jamming attacks work on the basis of signal-to-noise ra-
tio (SNR). SNR can be defined as the ratio of the power level
containing the meaningful information of a primary modulated
signal to the intensity of the background noise. The SNR model
of wireless communication suggests that it is impossible togen-
erate meaningful information from the primary modulated sig-
nal if the power level of ambient noise or noise produced by the
jammer is sufficiently higher than the power level of the primary
signal [17], [18].

A malicious node can launch a jamming attack in one of the
two manners. (1) It can substantially increase the background
noise by generating high power radio signal in the same fre-
quency band, causing errors in the legitimate packets. The re-
ceiver would not be able to demodulate the primary signal cor-
rectly or recover the errors and therefore would discard those
packets because of cyclic redundancy checksum (CRC) failure.
(2) A malicious node can transmit legitimate packets with the
valid frame headers without following the access mechanism
of the deployed channel to deceptively indicate to other com-
peting nodes that a legitimate transmission is in progress.The
packet headers would be valid but the long payload is useless
and random. As the attacker continuously transmits these unus-
able packets, the communication channel becomes busy denying
access to other nodes.

B. Channel Access Mechanism in WLANs

802.11 WLAN MAC uses the carrier sense multiple ac-
cess with collision avoidance (CSMA-CA) protocol for granting
channel access to contending nodes. In wireless networks, col-
lision is a receiver based phenomena. CSMA-CA unlike CSMA
with collision detection (CD) lacks the ability to sense collisions
during an ongoing transmission. The CSMA-CA protocol grants
channel access to any node using two types of carrier sensing
functions: Physical carrier sensing & virtual carrier sensing.

In physical carrier sensing when a node wishes to transmit,
it waits for a fixed time known as the distributed inter frame
spacing (DIFS) to sense if the channel is idle. If idle, the trans-
mission is initiated. A collision can occur if two nodes sense
that the channel idle, and simultaneously begin transmissions.

Physical carrier sensing does not prevent two nodes from simul-
taneously initiating their transmissions as they are unable to hear
eachother. In case that a collision occurs, there will be a low
probability that packets arriving at the receiver would pass the
CRC. Hence, they will be dropped owing to MAC checksum
failure. In the ALOHA-based classical CSMA protocol, physi-
cal sensing is the only collision preventive mechanism. Since
transmitters cannot detect collisions at the receiver, they will
keep on transmitting and hence waste of energy. The error cor-
rection of collided frames depends entirely on the error detection
and correction capability of the receiving nodes.

In virtual carrier sensing when a node wishes to transmit, it
waits for a DIFS time to detect if the channel is busy as with
physical carrier-sensing as explained above. If a node senses that
the channel is idle, it initiates its transmission assumingno other
node is transmitting. To reserve the channel for a fixed period,
802.11 frames carry a duration field. When a node transmits,
it calculates the transmission time of the data packet basedon
the data rate and place this value in its duration field. In virtual
carrier sensing, each client maintains a timer mechanism known
as network allocation vector (NAV). When a frame is received
and decoded by the clients, the NAV value on the client side
is updated with the value from the duration field if it does not
exceeds the current NAV value. This is to inform other nodes
that the channel will remain busy owing to its transmission for
the mentioned period. This NAV value serves the purpose of
virtual carrier sensing at all other nodes in the sensing range of
the currently transmitting node. The CSMA/CA protocol at each
node implements a time counter function that is used to count
the value of the network allocation vector. On each transmission
every node in the network updates its counter value according to
the transmitting packet NAV value and only senses the channel
if its own NAV counter reaches zero. If in the first attempt the
transmitting node discovers a transmission already in progress it
randomly selects a waiting time slot from its contention window
(CW). The node remains silent for this randomly chosen num-
ber of time slots and senses the channel again after this time
interval. If the node again finds the channel busy, it assumesthat
large numbers of nodes are waiting for the channel and doubles
its contention window. It then repeats the process. Howeverthe
NAV counter adds vulnerability to the WLANs MAC protocol
by broadcasting the time duration of the transmission and can
be exploited by an attacker launching an intelligent jamming at-
tack.

III. RELATED WORK

In this section we present a brief overview of the contem-
porary jamming techniques discussed in the literature. We also
highlight jamming detection mechanisms and discuss three es-
sential parameters: Packet delivery ratio (PDR), energy con-
sumption and detection probability of a jammer.

A. Existing Jamming Techniques

Many jamming attack models have been reported in the liter-
ature . These attack models employ different strategies to jam
the channel. Some of the more common models are explained
below.
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• Constant Jammer: A constant jammer continuously transmits
random data without following channel access mechanisms
of deployed network [12], [14]. Therefore, whenever a legit-
imate node attempts to access the channel, it finds the channel
busy and hence backs off. If back off occurs continuously it
forces the collision avoidance function to increase its con-
tention window rapidly such that it reaches to its maximum
time limit. It is considered as the most effective jamming
technique as it causes complete disconnection among the par-
ticipating nodes. However, the jammer employs huge energy
cost and suffers high detection probability owing to its non-
stop transmission [14].

• Deceptive Jammer: A deceptive jammer continuously trans-
mits legitimate packets with valid packet headers that include
a payload with random and useless data. It deceives the other
nodes by simulating a valid transmission in progress [12].
Similar to constant jamming, deceptive jamming does not fol-
low any valid channel access mechanism and therefore con-
sumes an excessive amount of energy [6].

• Random Jammer: A random jammer makes its transmission
by alternating between active and sleep intervals. In the ac-
tive phase, it transmits for a predefined number of time slots;
it then enters sleep phase where it remains dormant for spe-
cific period. In this manner, the jammer can save a significant
amount of energy, the amount depending upon the length of
sleep interval [12]. The jamming techniques discussed do not
consider the traffic patterns of the underlying network. This
may result in wastage of energy because the jammers may
continue transmitting even if there is no legitimate trafficon
the network.

• Reactive Jammer: A reactive jammer saves energy and com-
putational resources by transmitting when it listens traffic on
the network. It suspends its transmitter and senses the chan-
nel until a legitimate node initiates its transmission. When-
ever signal is sensed, it sends RF signal adding noise to
the ongoing transmission. The jammer enters into sleeping
phase again when the legitimate node completes its transmis-
sion [9]. This is an effective jamming technique with a rela-
tively low detection probability. A reactive jammer can save
a substantial amount of energy if the channel remains idle for
long durations.

B. Jamming Detection Mechanism

The major task in jamming detection is to differentiate be-
tween network congestion and a jamming attack by an adver-
sary. Different jamming detection mechanisms have been de-
veloped. They utilize various network characteristics to identify
the jamming, such as PDR, channel access, or carrier sensing
time and signal strength ratio are exploited to detect RF jam-
ming attacks [12], [14].

B.1 Packet Delivery Ratio (PDR)

Packet delivery ratio is the ratio between the number of cor-
rectly decoded packets and the total number of packets received
by a particular node. A preset threshold is maintained at allthe
nodes in the network that is based on long-term average of the
received packets. If PDR falls significantly below this threshold
value, it is assumed that the network is jammed [9]. However,it

is not valid to consider low PDR as only a jamming attack. PDR
is also based on a number of channel parameters including dis-
tance between sending and receiving nodes, transmission power
of the sender, multipath fading, modulation scheme, and error
correction capability of the receiver. Similarly, networkconges-
tion and unexpected situations due to node failure can add fur-
ther confusion to jamming detection.

B.2 Carrier Sensing Time

A legitimate node in a network can track channel access time
whenever it transmits. If a jammer constantly transmits denying
access of the channel to other nodes it will alarm the participat-
ing nodes that the channel is constantly busy, which could bea
consequence of jamming.

This technique is efficient in detecting constant and deceptive
jammers as they constantly keep the channel busy. However, it
is not effective for detecting random and reactive jammers as
they do not deny channel access to other nodes rather they only
introduce errors to legitimate transmissions.

B.3 Signal Strength

As jammers generate high power signals, the signal strength
is adversely affected by the transmission of the jamming signal.
Jamming detection techniques based on signal strength distribu-
tion have been discussed in [14]. These techniques determine
the state of the channel by: (1) Comparing the average of the
received signal strength to a preset threshold value and (2)sam-
pling the received signals and classifying them based on already
available trained samples.

C. Jamming Efficiency

The majority of the proposed jamming attack models consider
PDR as the measure of jamming efficiency. Those techniques ig-
nore other equally important factors such as energy expenditure
and detection probability of the jammer. In [6], the authorscon-
firm that energy consumption and the detection probability of
any jamming mechanism are directly proportional to the length
of a transmission. Consequently, we consider the overall effi-
ciency of the jammer consisting of three essential parameters:
The packet drop ratio, the energy expenditure, and the detection
probability. In the remainder of this section, we will discuss the
overall efficiency of the above mentioned jamming techniques
based on these parameters.

Both constant and deceptive jammers transmit continuously.
Thus they occupy the channel for the entire time resulting ina
packet drop ratio of100. However, these jammers require a huge
energy budget and their detection probability is high. Similarly,
reactive jammers cause all the legitimate packets to drop. They
may save energy depending upon the traffic patterns of underly-
ing network. If we assume saturated network conditions, energy
consumption and the detection probability of reactive jammers
increase and approach those of the constant and deceptive jam-
mer. The random jamming technique, conversely, attempts to
lower energy consumption and the detection probability by sus-
pending its transmitter for predefined time intervals. Thismay
result in better PDR values as a large number of packets may
pass uninterruptedly during the sleep phase of the jammer.
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IV. MODELING SHOT-NOISE BASED RF JAMMING IN
802.11 WI-FI, GSM AND WIMAX NETWORKS

Our proposed model for RF jamming can be viewed as an in-
telligent variant of pulse jamming [11]. In pulse jamming, shot-
noise bursts of a few microseconds are transmitted during the
course of an ongoing transmission. These bursts cause the CRC
function to drop data packets owing to checksum failure. How-
ever implementing pulse jamming is not easy. Modern wire-
less communication protocols deploy robust CRC functions,en-
hanced modulation, and error detection and correction mecha-
nisms at different layers to reduce the effect of bit errors caused
by noise. Thus in environments where there is constant traffic,
implementing pulse jamming into practical use requires a sig-
nificant number of noise bursts. In these scenarios, the pertinent
question is, “What should be the length of the noise burst trans-
mission and how much time should elapse between two consec-
utive pulses?”

In this work, we propose a novel RF jamming method that
corrupts a sufficient number packet bits forcing a CRC check
failure. This results in a retransmission request or packetdrop
owing to MAC checksum failure. We have implemented and
tested the performance of proposed jamming method on com-
mercial networks such as 801.11b, GSM, and WiMax. We have
derived shot-noise bounds for 802.11b networks at data rates of
2, 5.5, and 11 Mbps. In an extension to this work we have also
modeled shot-noise bounds for GSM and WiMax networks at
data rates of 270.833 Kbps, 812.5 Kbps, 1083 Kbps, and 1354.2
Kbps, and 5 Mbps, 7.5 Mbps, 10 Mbps, and 15.1 Mbps respec-
tively.

A. RF Jamming in 802.11b Wi-Fi Networks

Similar to any wireless communication, 802.11 networks are
prone to channel errors caused by intentional and unintentional
noise sources or due to environmental conditions. To minimize
the effect of these bit errors, 802.11 networks employ convo-
lutional code redundancy at the PHY layer. We can model the
RF jamming in WLANs by calculating the maximum number of
bits that can be corrected through the decoding algorithms.The
calculated number will provide a close estimate for the duration
of shot-noise pulses that can effectively distort a sufficient num-
ber of bits in a packet that will be beyond the error correction
capability of the decoder at the receiving node.

Let us assume that a wireless PHY layer is employing con-
volutional coding with code rateRc, and a random generating
functionT (x, y). A probabilistic bound for the total number of
correctable errors using convolutional code can be found in[8].
Let us assume that the bit crossover probability on a memo-
ryless binary symmetric channel isp.The maximum likelihood
decoder uses the hamming distance metric for error correction.
The all-zeros path will be replaced with a path containing ham-
ming distance if and only if there are at-least(d+ 1)/2 or more
transmission errors that occur at specificd positions [16]. There-
fore,
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wherek is the Bernoulli trial and Pk is the probability of

a specific kth Bernoulli trial. A complete modulation symbol
consisting ofL bits transmitted using the convolutional coding
will be distorted if it collides with a shot-noise pulse of equal
or longer duration. Convolutional coders use interleavingtech-
niques to spread data bits over multiple modulation symbolsto
reduce the burst errors. However, interleaving techniquesare
generally not preferred owing to added complexity in encod-
ing and decoding functions. Therefore, we can safely assume
that the coder at the 802.11 PHY layer does not use the inter-
leaving function for the modulation of the data. It should befur-
ther noted that because of the linear nature of convolutional cod-
ing, data bits could span over two symbols. Thus, to ensure that
two modulation symbols are unrecognizable, we must transmit a
shot-noise pulse of duration equal to the transmission timeof the
two symbols plus the guard time between the symbols. Hence,
the duration of the shot-noise pulse is:TN = 2 × TL + TG,
whereTL is the symbol transmission time andTG is the guard
time. Moreover, we further investigate the total number of pulses
required to purge the effect of error correction techniquesas fol-
lows.

Let us assume that there areS modulation symbols in a MAC
layer frame and there are no channel-induced errors. LetX rep-
resent the number of unrecognizable symbols resulting fromthe
transmission of one shot-noise pulse,R denotes the total redun-
dancy bits appended in a MAC frame andY is the number of
symbols that can be corrected based on R bits. Then, at least
Y +1 symbol errors are required to successfully make the check-
sum failure and hence the packet drop at MAC layer. Let us fur-
ther assume that, to induce at leastY + 1 symbol errors in a
frame we requireM number of shot-noise pulses. Then we have
XM ≥ Y + 1. Therefore,

M ≥
Y + 1

X
. (2)

Given M number of pulses per frame ofS symbols and

Probability(Pr) {One pulse deforms one symbol} =P , then

Pr {0 symbol distorted in M pulses}

=

(

M
0

)

P 0(1− P )
M
, (3)

Pr {1 symbols distorted inM shot-noise pulses}

=

(

M
1

)

P 1(1− P )M−1, (4)

· · ·
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Pr {up toY symbols distorted inM shot-noise pulses}

=
Y
∑

i=0

(

M
i

)

pi(1− p)M−i, (5)

Pr {M pulses cause≥Y+1 symbol errors }

1−

Y
∑

i=0

(

M

i

)

pi(1− p)M−i. (6)

B. RF Jamming in GSM and WiMax Networks

The model for RF jamming 802.11 Wi-Fi networks described
in the previous section can be further extended to GSM and
WiMax networks. Based on PHY and MAC layer characteris-
tics of these networks, the length of shot-noise pulses can be
calculated to effectively implement jamming on those networks.

GSM and WiMax networks use a frequency hopping spread
spectrum (FHSS) technique at the PHY layer to avoid channel-
induced errors resulting from noise. A typical GSM network
uses64 different frequencies between890–960 MHz in the
GSM 900 band. Similarly a typical WiMax networks uses100
frequencies in the2.4 GHz frequency range. We have spread the
jamming signal on those64 and100 frequencies for GSM and
WiMax networks respectively to avoid synchronization over-
head and simplify the jamming process. Since GSM and WiMax
networks use maximum distance separable (MDS) block code at
MAC layer for further strengthening the error correction capa-
bility of convolutional coding at the PHY layer, the number of
shot-noise pulses required to force a failed error correction on
those networks can be computed as follows.

Let us assume that there arek total bits(data+ redundancy)
in a MAC frame. The data bits are modulated inn data symbols
andk − n redundancy bits are modulated intoR parity sym-
bols. If we assume thatR parity symbols can correctK symbols
successfully, it requires at leastK + J symbol errors to cause
checksum failure, where J ranges from1, · · ·, N . The probabil-
ity that a transmitted pulse will distort> K +J symbols follow
the exponential random variable given as:

P [Se = K] = (1− pe)
k−1p (7)

P [Se = K] =
1

2
(e)

R

2W (8)

whereSe is the symbol error, R is the average power in the sig-
nal, and P is the total noise induced by the jamming signal. If
a shot-noise pulse can distortb symbol errors and MDS block
code can correctn−k

2 symbol errors; thenNs ≥ [r/2 + 1] shot-
noise pulses are required to purge the effect of the MDS code
beyond recovery. Solving forb yields:

bNs ≥
n− k

2
+ 1, (9)

Ns ≥
1

2b
(n− k + 2) . (10)

Because we are transmitting jamming signals on on every fre-
quency channel, we must consider the average power per chan-
nel of the jamming signal. The capacity loss of a channel by a
jamming signal can be calculated as follows.

Let us assume thatBs is the bandwidth of the transmission
signal,Ps is the average power of this signal andPT is the total
power of the jamming signal, that is,PT = Bs(No + Jo) then
the capacity of the channel will be

C = Bslog2(1 +
Ps

PT
). (11)

V. PROPOSED PROTOCOL-AWARE RF JAMMING
ARCHITECTURES

For verification of probabilistic models presented in
Section IV, we propose two shot-noise based RF jamming algo-
rithms, that are: Shot-noise based random jammer and data-rate
adaptive protocol aware jammer.

A. Shot-Noise based Random Jammer

In most practical scenarios the jammer is not aware of the
transmission parameters of the underlying network. The pro-
posed shot-noise based random jammer specifically deals with
these situations. The proposed jamming algorithm substantially
boost the jamming efficiency by fine tuning its transmission pa-
rameters. The Jammer works as follows.

The jammer maintains one of two states at any given time. It
is either in sleeping state or in active state. In sleeping state the
jammer is dormant while in active state it transmits shot-noise
pulses.

If we assume that an 802.11 network requires 2,100µs to
transmit its longest data packet [1] we customize the jammer
to remain in sleeping state for a fixed duration of 2,100µs and
then transmits shot-noise pulses of fixed lengths. Thus a jammer
emits a trains of noise pulses with a gap of 2,100µs. The pro-
cess of transition between active and sleeping states continues
for J seconds depending on how long the jamming is to exe-
cute. AfterJ seconds, we calculate the PDR through our own
deployed packet capturing node. If the calculated PDR is above
the threshold value we lower the sleeping time interval by300
µs (the smallest amount of time to transmit one complete packet
at the highest rate in 802.11b). The proposed algorithm for the
shot-noise based random jammer is presented in Algorithm1.

Algorithm 1 shot-noise based random jammer algorithm
1: procedure RANDOM JAMMER

2: Ti ← 2100µs
3: Tj ← GetJammingPulseDuration
4: while Tj do
5: Wait(Ti)
6: JammingPulse(Tj)
7: end while
8: if PDRj < PDRthreshthen
9: DecrementTi by 300µs
10: GoTo4
11: end if
12: return Ti

13: end procedure

In this method, the jammer generates shot-noise pulses of1
µs after each predefined fixed time interval at a data rate of11
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Mbps. In this manner11 bits are transmitted each time. This
significantly reduces the energy consumption as well as the de-
tection probability of the jammer.

B. Data-Rate Adaptive Protocol-Aware jammer

In 802.11 wireless networks, different data rates are used for
transmission by the stations. The selection of a specific data
rate is a function of the channel characteristics and environmen-
tal conditions. The channel characteristics that determine the
transmission rate include ambient noise in transmission chan-
nel, PDR, bit error rate, and total transmission load on an ac-
cess point (AP). The nodes in 802.11 network dynamically alter
their data rates during a communication based on the PDR and
buffer space of the receiver. These dynamic changes in data rates
trigger change in the modulation scheme, symbol transmission
rate, and time. Moreover, channel sensing and data transmission
or receiving cannot be accomplished simultaneously by a wire-
less node [1], [16]. Thus, determining the time interval fordata
transmission of a legitimate node is not possible if the jammer
is continuously transmitting noise signals. If a jammer is able to
determine the traffic pattern and transmission duration of anode
it can significantly increase its overall efficiency.

Algorithm 2 Algorithm for protocol-aware intelligent jammer
1: procedure PROTOCOL AWARE JAMMER

2: TNAV = GetPacketNAV
3: Tmid = TNAV /2
4: while TNAV > 0 do
5: if TNAV = Tmid then
6: JammingPulse(Tpulse)
7: end if
8: DecrementTi by 300µs
9: GoTo4
10: end while
11: end procedure

Based on this principle, we have investigated the MAC layer
protocol and formulated a strategy to determine the start ofthe
transmission and the time to complete the transmission by a par-
ticular node. The proposed jamming mechanism makes use of
the NAV and works as follows.

As explained in Section II, when an 802.11 enabled wireless
node initiates its transmission, it updates the duration field of the
frame with the time it expects to occupy the channel for the data
transmission. All the stations on the network use this time value
to update their NAV.

In this proposed technique, the jammer sniffs an ongoing
transmission by a legitimate node to capture the NAV value of
the packet. Based on this value the jammer is able to determine
the duration of transmission and data transmission rate of this
communication. This calculation provides the jammer with the
suitable time to transmit. The jammer does not make its trans-
mission during the entire period of the legitimate communica-
tion rather it emits shot-noise pulses for someT1 µs and rests
for furtherT2 µs.

The T1 andT2 time durations are determined based on the
NAV values, the data rate at which this particular node is trans-

mitting, and data encoding scheme in use. From our experi-
ments, we have found that the data rate has a significant impact
on the jammer’s efficiency. The PDR of a particular node in-
creases if it is operating at a lower data transmission rate.Con-
sidering the effect of the data rate and increasing the jamming
efficiency at lower data rates, we have implemented a data rate
adaptive jamming as presented in Algorithm2.

Based on NAV values we can determine the transmission data
rate of a particular node if we transmit packets of equal size.
To implement this particular jamming technique, we set three
threshold values based on NAV. All these NAV values are calcu-
lated for a MAC frame size of 2,312 bytes. The threshold values
determine the behavior of the jammer and change the pulse du-
ration in the following manner.
• If the sniffed NAV value ranges from zero to 1,700µs, we can

safely assume that this particular transmitting node is a using
data rate of11 Mbps. Calculating the number of symbols per
microsecond we derive to1.375 symbols in1 µs. This ipm-
lies that if the jammer transmits for1 µs it will ideally deform
1.375 symbols. However, this is not actually the case. BPSK,
QPSK and other modulation schemes used by 802.11 net-
works apply spaces between two consecutive symbols. This is
referred to as the inter-symbol space. This space avoids over-
lapping of two consecutive symbols during the propagation
of signals on the air and minimizes the effect of inter-symbol
interference (ISI). Further, owing to the linear nature of bi-
nary convolutional codes, data bits are spread over two or
more symbols. It could occur that the shot-noise pulse over-
laps the inter symbol space and does not completely distort it
or data bits are present in two symbols and the decoder de-
modulates the data correctly. This method requires relatively
longer shot-noise pulses to avoid this situation. For this rea-
son, we use shot-noise pulses of2 µs in our experiments.

• The data rate of5.5 Mbps is used when the received NAV
value is greater than 1,899µs and less than 3,400µs. A shot-
noise pulse of2 µs is sufficient to eliminate the effect of error
correction redundancy and consequently packet drop will oc-
cur owing to MAC checksum failure.

• A NAV value greater than 9,000µs implies that it means that
data transmission is at the2 Mbps data rate. We require
longer shot-noise pulse of3 µs to effectively diminish the
effect of error correction redundancy beyond recovery.

VI. EXPERIMENTAL SETUP

For experimental evaluation of the proposed jamming
methodologies, we used two sets of different transmis-
sion/reception apparatus. We employed a D-Link DWL650
PCMCIA wireless Network Interface Card (NIC) as a jamming
device to transmit fixed length shot-noise pulses to validate the
proposed jamming methods on the Wi-Fi networks. We de-
ployed an indoor network of two wireless transceivers equipped
with standard2.4 GHz 802.11 NICs on Linux OS, and stan-
dard D-Link2.4 GHz Wireless Router. Both NIC and wireless
router use open source device drivers given at [19]. The standard
channel access mechanism of the NIC was modified according
to the requirements of our proposed jamming methodology as
discussed in the previous section.
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Fig. 1. Shot-noise based random jamming on Wi-Fi networks, jamming pulse of duration: (a)16 µs, (b)32 µs, (c)64 µs, (d)128 µs, and (e)256 µs.

Table 1. Packet delivery ratio of protocol aware jammer for Wi-Fi

networks.

Data rate adaptive jammer
Packet sent ratio Packet delivery ratio

11 Mbps 5.5 Mbps 2.0 Mbps
100 0.0 1.0 1.6

For evaluating the proposed data rate adaptive jamming in
the Wi-Fi, GSM, and WiMax networks, we employrd real test-
bed comprising of Universal Software Radio Peripheral kits[20]
mounted with daughter cards for GSM, Wi-Fi, and WiMax net-
works operating at900 MHz, 2.4 GHz, and5 GHz Respec-
tively. GNU radio software was configured over laptops con-
nected with USRP kits. Wireshark packet sniffers was deployed
at a separate node for collection packet traces transmittedby ev-
ery node.

VII. PERFORMANCE RESULTS AND DISCUSSIONS

The results of the proposed shot-noise based random jamming
attack model on Wi-Fi networks are presented in Fig. 1. PDR
has been calculated by transmitting different length jamming
pulses. From the obtained PDR, it is observed that when em-
ploying a sleeping time interval below900 µs, the PDR is low
and the variation in data rate has no effect. Increasing the sleep-
ing time interval results in an increase in PDR to approximately
50% at a sleeping time interval of 2,100µs.

The elevated PDR is a consequence of long sleeping time in-

tervals between consecutive shot-noise pulses. Because there
is no jamming activity in this time interval, many packets pass
uninterruptedly, resulting in a higher PDR. A second factorbe-
hind this high PDR is the data rate. The proposed jamming
model addresses all the transmissions at all the data rates.At the
lower data rate of2.0 Mbps the number of symbols per second
is significantly lower than at the data rate of11 Mbps. Hence,
fewer bits are affected by the jammer pulses and they can be re-
covered more effectively by the error correction mechanisms at
the MAC layer on the receiving nodes.

Figs. 2 and 3 present the results of the shot-noise based ran-
dom jammer for the WiMax and GSM networks. We have used
different shot-noise jamming pulse widths to evaluate the effect
of jamming on these networks. It has been observed that fre-
quency hopping spread spectrum (FHSS) significantly reduces
the effect of jamming in these networks. In FHSS, a data signal
is transmitted over many hopping frequencies and the probabil-
ity of a jammer being able to synchronize with these hopping
frequencies is substantially reduced. Furthermore, both WiMax
and GSM deploy forward error correction (FEC) at the MAC
layer in addition to physical layer redundancy that considerably
improves the error correction capability of these networks.

The experimental results of the proposed data rate adaptive
shot noise based protocol aware jammer are presented in Ta-
ble 1. Results indicate that data rate has a minor effect on the
jamming efficiency. As with the previous results, this is because
at the data rate of2 Mbps, a relatively fewer number of bits are
being affected by the jamming compared to at the higher data
rates of5.5 and11 Mbps. The results also indicate that the pro-
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Fig. 2. Shot-noise based random jamming on WiMax networks, jamming pulse of duration: (a)16 µs, (b)32 µs, (c)64 µs, (d)128 µs, and (e)256 µs.

posed protocol-aware RF jamming is highly effective in all per-
spectives of jamming. This attack model is cost effective in
terms of energy expenditure and has a significantly reduced
probability of detection.

When the channel is jammed by shot-noise pulses the size
of packets become an important consideration. In our extended
work, we have also evaluated the effect of packet sizes on jam-
ming.

VIII. EFFECT OF PACKET SIZE ON JAMMING

802.11 networks provide support for exchanging packets of
different sizes. Furthermore, longer packets can also be frag-
mented at the MAC layer in error prone and noisy environ-
ments. The fragmentation of packets is usually used to avoid
longer retransmissions. The fragmentation of longer packets
at the MAC layer considerably improves PDR in error prone
network environments. However, the fragmentation of packets
require additional headers that are necessarily required to re-
assemble those packets before forwarding to upper layers. The
extra overhead of frame headers substantially decreases the
overall throughput of the network. For this reason, it is not
frequently used in normal network conditions. To evaluate the
effect of different packet sizes on the proposed jamming tech-
niques we transmitted packets of varying sizes ranging from128
Kbps to1024 Kbps at different data rates. We present the results
in Table 2.

The results presented in Table 2 indicate shows that the pro-
posed jamming method is extremely efficient for all packet
sizes. The rationale behind this high jamming efficiency is that

Table 2. Effect of packet size on data rate adaptive jammer.

Effect of packet size on data rate adaptive jammer
Packet size Packet send Packet delivery ratio (%)

(Bytes) Ratio (%) 11 5.5 2.0
Mbps Mbps Mbps

128 100 1.0 0.9 0
256 100 0.7 0.5 0
384 100 0.9 0.0 0
512 100 0.5 0.0 0
640 100 0.0 0.0 0
768 100 0.0 0.0 0
896 100 0.0 0.0 0
1023 100 0.0 0.0 0

the proposed technique processes all packets equally without
considering size, nature or time it takes to transmit.

IX. CONCLUSION

In this work, we proposed two efficient jamming techniques:
A low data rate random jamming and shot-noise based protocol-
aware jamming. Both proposed jamming methodologies utilize
shot-noise pulses to induce sufficient number of errors in the
transmitted packets to cause MAC checksum failures result-
ing in repeated retransmission. The benefit of using shot-noise
pulses is twofold: Jammers are energy efficient and their detec-
tion probability is significantly reduced. Both of these features
are highly desired because of their deployment in hostile envi-
ronments. Further, we evaluated the effect of different packet
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Fig. 3. Shot-noise based random jamming on GSM networks, jamming pulse of duration: (a)16 µs, (b)32 µs, (c)64 µs, (d)128 µs, and (e)256 µs.

sizes on the proposed jamming methodologies as an extension
yo our work. Considering the overall efficiency of these tech-
niques, it is suggested that necessary modifications must beim-
plemented in MAC layer protocols to avoid jamming attacks in
wireless networks.

Future work includes determining modifications to wireless
MAC protocols to prevent jamming and to investigate efficient
detection mechanisms that can differentiate between packet
losses due to congestion and packet losses due to jamming.
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