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Formal Modeling and Verification of an Enhanced Variant
of the IEEE 802.11 CSMA/CA Protocol

Youcef Hammal, Jalel Ben-Othman, Lynda Mokdad, and Abdi@lli&bdelli

Abstract: In this paper, we present a formal method for modeling the transmission channel (henceforth referred to as a egisel
and checking an enhanced version of the carrier sense multipac- medium) to determine whether other nodes are transmitting.
cess with collision avoidance protocol related to the IEEE 82.11 the medium is sensed dsce for a specified amount of time,
MAC layer, which has been proposed as the standard protocobf  the node is allowed to begin its transmission. However, éf th
wireless local area networks. We deal mainly with the distiuted  hadium is sensed dsusy, the node defers its transmission for
coordination function (DCF) procedure of this protocol throughout a random period of time, called a backoff period. The recgjvi
a sequence of transformation steps. First, we use the unifiedodel- node sends an acknowiedge packet (ACK) after waiting for a
ing language state machines to thoroughly capture the beh&w of o . . .

specified amount of time once the packet is received. If an ACK

wireless stations implementing a DCF, and then translate ttminto . ) . .
the input language of the UPPAAL model checking tool, whichs 1S not received, the packet is considered lost and a retighsm

a network of communicating timed automata. Finally, we proeed ~SiON is arranged. _
by checking of some of the safety and liveness properties, cuas Note that the IEEE 802.11 MAC protocol defines two forms

deadlock-freedom, using this tool. of medium access: a distributed coordination function (PCF
and a point coordination function (PCF). A DCF is based on the

Index Terms: Carrier sense multiple access with collision avoid- CSMA/CA protocol for sharing access to a wireless medium. A

ance, formal modeling, IEEE 802.11, model checking, unifiechod- node listens to the medium before a transmission to determin

eling language state machines, UPPAAL. whether someone else is transmitting. Collision detedtomt
used because a node cannot to hear the medium and transmit
I. INTRODUCTION simultaneously. In addition to the DCF access method, an op-

The IEEE 802.11 standard specifies the physical and data Igopal PCF extension is used, in which _nodes na basic servic
: : . Set (BSS) are polled by the access point, providing an access

ers forimplementing wireless local area network (WLAN) com . o C
warranty exists for delay-sensitive applications.

munication. The data link layer itself is composed of two-sub™ __ . )
y P This paper deals with the use of formal methods for model-

layers: : ) :
« Amedium access control (MAC) layer that controls the accel¥ and ,analyzmg an ?”har?ced version .[1] of the C.SMA/CA
rotocol's DCF mode, in which each station has to disconnect

f/(\?i(;?r? bS(;SVF:aOerrg gg\r/?ggsh the physical layer) and shares ba'\?vqw'enever its signal-to-noise ratio (SNR) is lower than dater

. A logical link control layer that acts as an interface betwe threshold. Such disconnections are intended to reduceutine n

er of collisions and improve the transmission rate. Wet star

ltgsel\r/;AC sublayer and the IEEE 802.11 upper layer (netwo[)uilding unified modeling language (UML) state machineg¢2]
The IEEE 802.11 standard offers various physical layer irH]OrOUgth capture the behavior of er_eless statlon.'_s '""’.“’Bt_
: : . Ing the DCF, and then translate them into communicatingdime
plementations, each of which corresponds to a kind of teehng :
: automata that are used as the input language of the UPPAAL

ogy that has been commonly used to implement WLAN sys- : . .
model-checking tool [3]. Some safety and liveness propgrti

tems. However, the MAC layer is the same for each implemen- .
: . : ! . . such as the absence of a deadlock and the successful termina-
tation, i.e., it defines the exact operation of the carriersee

multiple access with collision avoidance (CSMA/CA) pratbc “O:I Otf at':a:fr:nli3|or?,_are chfeckeg TSIEQ IE_IS IOZI .h b
Since it is impossible to detect collisions during a trarssien ote that the technique of model checking [4] has become

in wireless communication, we use the CSMA/CA protocol 2 valuable alternative to simulations and testing, whi@hiar

stead of the carrier sense multiple access with collisideai®n tended to explore only some of the possible behaviors and sce

(CSMA/CD)! protocol in such a manner that, before a packg\arios of a syst_em, leaving open the question of whether-unex
transmission, the nodes (i.e., wireless stations) havistenlto plored trajectories may contain a fatal bug. Moreover, weseh

the use of model checking over other formal methods because i
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priceless insight into our understanding of the real reésotie ity of service of a BSS, cross-layer approaches have beet-dev
failure, as well as important clues for fixing the problem. oped [1], [11], [12]. Such approaches are based partigudarl

To the best of our knowledge, this paper is the first to proposdormation given by the physical layer, some of which cois@r
aformal approach covering all steps for the modeling andkche basic parameters to ensure a good QoS [13]. In the current pa-
ing of the CSMA/CA protocol. We use state machines to captuper, we deal with the issue of correctness of the new CSMA/CA
the abstract behavior of the protocol components and aanslprotocol variant [1], which also proposed a new cross-layer
them into timed automata. The UPPAAL model checker is theeheme called adaptive multi-services cross-layer MAC {AM
fed with the resulting diagrams along with temporal logic-fo CLM). The goal of this protocol is to improve the QoS of mobile
mulas specifying the properties we want to check. In fact, deodes connected in a BSS through a temporary disassociation
spite the advantages of formal methods, only few works aimilof those nodes whose SNR is under a defined threshold. In this
to our own have undertaken such a formal approach to anglyzimay, the network’s throughput is improved. This new apphoac
the CSMA/CA protocol family; however, even these works havaims to improve the QoS of a global network through unselfish
resulted in many different limitations. For instance, tiihars decisions of the nodes. In [1] the authors demonstratedghe b
in [5] provided a reduced description of the DCF protocohef t efit of their method by conducting a performance evaluation o
IEEE 802.11 standard using finite state machines, and than mt&e protocol. For this purpose, they built a discrete Marbain
ually analyzed the models to formally prove that the protizo associated with the behavior of the AMCLM protocol and then
free from deadlocks and non-executable transitions. Ritiba analyzed the throughput of the nodes connected to the BES. Th
tic model-checking techniques were used in [6] and [7] foerm p authors computed the throughput saturation and showethihat
formance evaluation of various CSMA/CA protocols. The fosaturation is much better with the AMCLM protocol than with
mer work analyzes medium access control for sensor netwotke CSMA/CA protocol [1].
built on top of the IEEE 802.11 standard. First, Markoviardmo To check the correctness of the AMCLM protocol, we use a
els are built and then analyzed using the PRISM tool, whexe ttormal method for proving that the new variant of CSMA/CA
properties are specified in probabilistic computation toggc  is deadlock-free and satisfies the safety and other redehabi
(CTL). The latter paper models the DCF procedure into prolty and liveness properties. These properties are rigtyass
abilistic timed automata. The model is then translated atopressed using CTL temporal logic [4], [14], [15]. The firstst
finite-state Markov decision process, which is verified gghre in our approach consists of translating the informal desiom
PRISM tool. of the protocol into UML state machines that accurately nhode

The remainder of the present paper is organized as follovadstract behaviors of the DFC components. These high-level
Section Il presents the enhancements brought about by e agrams are then mapped into related timed automata of the
variant [1] of the CSMA/CA protocol, and Section Il des@ih UPPAAL model-checker [3], which rigorously check the dia-
the modeling of the CSMA/CA protocol components usingrams in relation to the safety and liveness properties we ex
UML state machines. Next, in Section IV, we present timed apress through CTL temporal logic formulae. It is worth ngtin
tomata that constitute the input language of the UPPAAL rhodéat whenever a property is found to be unsatisfied, the tasl p
checker and explain how previous state machines are travisles us with a counterexample, i.e., a model computatiom pa
lated into these timed automata. In Section V, we present véalsifying the property. Analyzing such a counterexampeiph
ious properties in terms of the CTL formulae that the UPPAAUS understand the causes of a failure and thereby find soutio
checks against the protocol model. Finally, in Section V& wfor overcoming these causes later.
provide some concluding remarks along with some futurecdire

tions for our research.
I1l. MODELING DISTRIBUTED COORDINATION

FUNCTION
II. ENHANCEMENTS OF THE NEW VARIANT OF THE . . .
A DCF consists of basic access mode as well as an optional

CSMA/CA PROTOCOL request to send/clear to send (RTS/CTS) access mode. Note

A quality-of-service (QoS) guarantee for wireless netvgorkhat, in this paper, we deal with the basic mode of DCF because
is hard to achieve because of the specific characteristitisof RTS/CTS mode can be easily seen as a particular use case of
type of network. For instance, the radio-link vulneraliliit- DCF owing to the fact that stations exchange special frarees u
tributed to effects such as noise, interference, freeespass, ing basic mode.
shadowing, and multipath fading have to be considered. How-Recall that, before analyzing the DCF, we have to first de-
ever, MAC protocols developed for these networks do not takeribe the behavior of the communicating stations (impleme
these perturbations into account, and most QoS solutioms phg DCF) using UML state machines [2], which are then trans-
posed thus far have been limited to the MAC layer and do niated into timed automata of the UPPAAL model checking tool.
exploit information that other layers can provide [8], [®]lore- Using such a gradual approach makes it possible to thorgughl
over, it was shown that 802.11 suffers from what has beeadtaltescribe the behavior of DCF stations and smoothly generate
an "802.11 anomaly" [8]-[10], which has two aspects: Thteugthe input automata of UPPAAL. To this end, DCF basic mode
puts of all nodes in a 802.11 network fall to the lower level restations are formally seen as a collection of reactive abj@e.,
lated to the worst node among them, and the bandwidth is grocesses), each of which represents the behavior of aesdrel
vided by the number of mobile nodes connected to the netwoskation implementing the DCF basic mode. These processes ar

Thus, to overcome this 802.11 anomaly and improve the qudepicted using a hierarchical state machine, shown in Fig. 1
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(" Wireless station st )
>L| Disconnected '
Disconnect() I
Connect()
Connect( Disconnect()
When(SIFS) / send(st, PDUSender, ACK) Get(PDU) / cwindex := CW.MIN
> Idle(Connected) - >r Wa/'t/'ngToTransm/'t)
L J &
Receive(AckSender, st, ACK)/ When(TIME_SLOT) / senseWM()

[AckSender ==PDUReceiver]

[Free]

Receive(PDUSender, st, PDU)

When(DIFS) / send(st, PDUReceiver, PDU)

WaitinaUntiSendACK —@F Ak \_  /send(st, PDUReceiver, PDU) BackinaOff
aitingUntilSen aitingForACK |< | Backing

When(TimeOut)/

[Busy]

Fig. 1. UML state machine of a wireless station.

which contains a composite staBackingOff whose nested in a simple state, then all composite states that eithecttijrer
state machine, depicted in Fig. 2, describes the backoffgarotransitively contain this simple state are also active. &apsi-
dure that the station can invoke according to the CSMA/CA prton originating from the boundary of a composite state Ikda

tocol if necessary. a high-level or group transition. If triggered, this restitt exit-
o _ _ ing all the substates of that composite state executing éxdi
A. A Simplified Variant of UML State Machine actions, starting with the innermost states in the actiaeston-

As mentioned in the UML specifications [2], state machindiguration.
are object variants of Harel statecharts [16]. A state mchi Because we only need to use a subset of common features of
shows “a behavior that specifies the sequences of statearthag UML state machine to describe the CSMA/CA processes, in
object or an interaction goes through during its life in @ge this paper, we chose to use a simplified and flattened version o
to events, together with its responses and actions.” Ant@an such a high-level language where irrelevant complex syiotic
be a signal, an operation invocation, a time passage, ordi-Coonstructs are discarded. Hence, we use hierarchical ataom
tion change, whereas a state is a condition or situatiomgtine  such that composite states can only be sequential.
lifetime of an opject (.jl.”_ing which it satisfies c_:ertain cdiufis, We next provide a formal definition of a state machine as a
performs certain activities or waits for a particular evetiere, wple, i.e., D — (S, Kind, Tag,C, Arcs, so, €, G.5), where
an eventis the occurrence of a stimulus that can triggerte stg, following hold:
transition.
Note that a state (also called vertex) may either be simple«iS is a set of states (vertices) with the topmost staje,
composite: Any state enclosed within a composite statdliscca o Kind: S — {SimpleState, CompositeState};
a substate of that composite state, and when it is not cattain 7T'ag: S — {Initial, Final},
within any other state, is called a direct substate; othaawit « C: S — 25 is a mapping that assigns to each state S its
is called a transitively nested substate. When substatebea direct nested states!(s) = 0 if Kind(s) is a simple state;
executed concurrently, they are called orthogonal regions ¢ Ares € S x & x G x ¥ x St Is the set of transition arcs
A transition (aré) is a relationship between two states indi- Where¢ is the set of eventsy is the set of (inter) actions,
cating that an object in the first (source) state will perfeen  andG is the set of guards. Note that is a set of actions,
tain actions, and enter the second (target) state when disdec which may be internal actions or interactions. The lattgr re
event occurs and the specified conditions are satisfied. resent a cooperation between communicating state machines
When dealing with composite and concurrent states, the simover synchronization channels (i.e., an abstract poinoof-c
ple term, “current state,” can be quite confusing becauseemo munication). For instance, the tuple;, e, g, a, s) denotes a
than one state may be active at a particular time. If a coigrol transition arc from state; to states;. The transition is trig-

gered by the reception of eventbut this can be taken only if

3 According to the UML terminology, an edge in a state machineferred to guardg is true thereby performing actian
as an arc. )
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( BackingOff

/{if (wcIndex<CW_MAX) wclndex++}

o
A

( WaitUntilCurrentTransmissionIsOver )

When(TIME_SLOT) / senseWM!

[Busy]

[Free]
BOCounter ==

When(DIFS) / BOCounter := BOGenerate(0, wclndex)

' BackOffDelayWaiting J WaitingDIFS

When(TIME_SLOT) / senseWM! When(TIME_SLOT) / senseWM!

[Free]

[Free] /BOCounter-- \/ [Busy]

[Busy]
' BackOffFrozen
When(DIFS)

When(TIME_SLOT) / senseWM!

[Busy] [Busy] /
/\ [Free] ( WaitAgainDIFS \>
‘aitAgain
-
[Free]
When(TIME_SLOT) / senseWM! /

Fig. 2. UML state machine of the BackOff procedure.

B. Distributed Coordination Function of CSMA/CA Protocol move causes the PDU to be sent to a receiver station using a

h . h h irel method call (leading to an interaction with a wireless magiu
The DCF basic mode states that whenever a wireless sta edsend(st, PDUreceiver, PDU), wherest represents a

obtains a packet c_iata unit (PDU) to tra_nsmit, it has to finstse sending station.
the wireless medium (WM) to determine whether another sta-
tion is transmitting before it can initiate a transmissidihis is According to the DCF, a short inter-frame space (SIFS) is
depicted through the state machine shown in Fig. 1, which @asaused to give priority access to ACK packets. Immediatelyrupo
transition arc outgoing from adle state to aVaitingToTransmit receiving a packet correctly, the destination station svi@it an
state, wherein we check the availability of the wirelessimed SIFS interval and then transmits an ACK back to the source
If the medium is sensed as free for a DCF inter-frame spastation confirming the correct reception. If the sourceitat
(DIFS) time interval, a transmission will occur. Howevéthe does not receive an ACK owing to a collision or transmis-
medium is sensed as busy, the station postpones its transmiisn error, the station reactivates the backoff algorithin a
sion until the end of the current transmission, and thenkieso ter the medium remains free for an extended IFS interval
the backoff procedure, which lets the station postponelits P (EIFS). As shown in Fig. 1, there are two outgoing transi-
transmission. As shown in Fig. 1, this part of the DCF procetiens from aWaitingForACK state; The transition labeled with
is modeled using a compound transition using a dynamic ehoieceive( ACK Sender, st, ACK) depicts the successful termi-
vertex between th&VaitingToTransmitand BackingOff states. nation of the PDU sending interaction once it is triggered by
The first segment of this transition arc is triggered by a tiote the reception of an ACK from the right expected destination
event (i.e.When(TIME_SLOT)), which is generated when-(which is confirmed by the transition guard). The second-tran
ever atime slot is elapsed. The transition is thus enablddman sition allows the control to return back toBackingOff state,
vokes the method for sensing a wireless medium. If the mediuginvoking the backoff procedure, which is simply triggeby
is free, the control returns back to thiéaitingToTransmistate, a timeout event (i.e.When(TimeOut)), whereTimeOut is
whereas if the medium is busy, then the control passes to the sum of the transmission delay and the EIFS.
compositeBackingOffstate, thereby launching its nested state Likewise, if the stationst receives a PDU from another sta-
machine, illustrated in Fig. 2. Th&aitingToTransmittate can tion during anidle state, the control moves to WaitingUn-
also be left when the medium is continually sensed as free uitSendACK state, where the receiver station waits until the
til the timeout evenWhen(DIFS)is generated, thus triggeringW hen(SIFS) event is produced, thus triggering the ACK
the transition to th&VaitingForACKstate. This type of control sending transition back to adle state. As is commonly known,
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wireless stations cannot send and receive packets simtltanee again for DIFS, and thus it can return back int8ack-

ously. OffDelayWaitingstate and resume decrementiBg Counter
counter. In the meantime, if the medium is sensed as busy, the
C. BackOff Procedure control is passed to the initial staMaitUntilCurrentTransmis-

Once the backoff procedure begins, the wireless station VﬁionlsOverthanks_to the high-level outgoing arc to the boundary
wait during an additional DIFS interval, and then generate® the state machine.
uniformly chosen random backoff delay within the range of

[0, W —1], whereW is called the backoff window or contention IV. UPPAAL AUTOMATA OF THE PROTOCOL
window (CW). The backoff timer is decreased as long as the

medium is sensed as idle forAI F'S, is frozen when a trans-  1he UPPAAL model checker [3] is based on the theory of
mission is detected in the medium, and is resumed once {fged automata [17], which are flattened automata augmented
medium is detected as free again foDd F'S interval. When with time constraints over logical clocks. However, UPPAAL
the backoff counter reach@s the station transmits its packetModeling language offers additional features such as beind
For IEEE 802.11, the time is slotted within a basic unit ofeiminteger variables and urgency. The query language of UPPAAL
(i.e., the time slot), which is the time needed to detectthes:- used to specify the properties to be checked is a subset of CTL
mission of a packet from any other station. The initdll’ is [15], [18].

set tol’ = CW_MIN. If two or more stations decrease their Accordingly, before a state diagram can be model-checked
backoff timer to0 at the same moment, a collision occurs; und&tsing UPPAAL, it first has to be translated into its timed au-
this situation, the W is doubled for each retransmission until ifomata [3]. We first provide the definition of standard autama
reaches the maximum valud] = CW M AX, and it remains and show how they are augmented using time annotations and
at that value until it is reset. The value f is reset after every & imed semantics o give rise to the modeling language of UP-

successful data packet transmission, or when the retryteourAAL. Next, through a case study, we describe the method of
reaches its limiCW RETRY MAX. translating our hierarchical state machines into thesediau-

BecauselV is used to control the backoff counter, its valué&Pmata.
will affect the performance of the DCF protocol, and improve
ments can be accomplished by choosing better update rales t
those in the IEEE 802.11 standard. For instance, in [1], anyBelow, we present the definition of a classical finite state au
station may be disconnected whenever its SNR is lower thigaton, which we use to specify the intended behavior oba pr
a certain threshold. We represent this improvement in thie stcess, or an active component (such as a wireless statidmuwtit
machine (Fig. 1) using a new sta@®isconnectedlinked to an taking time constraints into account:
idle state by means of incoming and outgoing arcs labeled withDefinition 1: An untimed automaton is a tupled =
connect() anddisconnect() actions, respectively. (@, %, —, qo), where the following hold:

Fig. 2 shows how the backoff procedure is performed. The(Q is the set of locations (untimed states) of this automaton
variablewcIndex is used to compute the upper bound of the (depicted as graph nodes in Fig. 3);
contention windowC' W = [0, 2weinder 1], When entering the « X is the set of actions and interactions that this process can
initial stateWaitUntilCurrentTransmissionlsOvgthewclndex perform;
variable is incremented (up to the threshaltdV_MAX). « —€ Q x X x Q is the set of edges (automaton transitions)
From this start point, the medium is sensed every time abetween locations (untimed states);

When(TIME_SLOT) event is generated. If the medium i qo is the initial location.

sensed as busy (i.e., the current transmission is not yet cddesigners of a reactive component may add any timing con-
pleted), the control returns back to the initial state; othge, straints to its automaton for interactions that may occtwben

it moves into the next stata)aitingDIFS At this point, the the componentand its environment. Hence, to correctlyigeov
state machine tests whether the medium is still free each tisbmponent services to its environment, a sending or remepti
aWhen(TIME_SLOT) eventis dispatched. Thus, either thiias to occur in accordance with the timing restrictions sHy-
recursive process continues until the time®ufen(DIFS) proach consists formally of the expression of time constsai
occurs, causing the control to move intBackOffDelayWaiting by means of Boolean formulas over logical clocks. Although
state, or the backoff process breaks off when it finds the nmedi such variables express the progression of time, their sataa
busy. In this case, a high-level outgoing arc to the outenbeu be initialized and tested.

ary of theBackingOffstate machine is taken, and thus the back- Definition 2: (Timing constraint) Lety be a finite set of
off procedure is resumed from the beginning andihéndex clocks ranging oveR=° (set of non negative real numbers).
is incremented. At 8ackOffDelayWaitingstate, we measure The set¥(x) of the timing constraints o is defined through
the time progress using a backoff coun@€)Counter, initial-  the following syntax:

ized using a random value sampled from the contention window Yu=true |z < clez—y << c|not(y) | Y A

[0, 2welndez 1] BOCounter is decremented for each timewherex,y € y, ¢ € R=Y, and<e€ {<, <}. Other assertions
slot if the medium is sensed as free; otherwise, the conirol such asy > 3,2 < x < y + 5, and« Vv ¥ can be defined as
ters into aBackOffFrozerstate, where it stays until the mediumabbreviations.

becomes free again, thereby passing control tota@Again- The valuatiorw € V' of the clocks is a function used for as-
DIFS state. Thereafter, the state machine senses the mediursigsing a non-negative real valu¢z) € R=° to each clock,

. Timed Automata
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x € x. We can state that satisfiesy) € ¥ if ¢(v) is evalu- one of the system components. As aforementioned, a timed au-
ated asirue. Forv € V andX C yx, we definev[X := 0] tomaton is a flattened finite-state machine extended usoui cl
to be the valuation’ € V such that/(z) = 0if z € X, and variables. It uses a dense-time model where a clock variable
v'(x) = v(z) otherwise. Fos € R=°, we definev + § to be evaluates to a real number. All clocks progress synchrdpous
the valuation’’ € V such that/(z) = v(z) + d forallz € x.  and the model is further extended using bounded discrete var
A timed automaton is a finite directed graph annotated usiables that are a part of the state. As used in programming lan-
conditions and resets over non-negative real valued clodles guages, these variables are read, written, and subjectrimon
therefore enhance previous untimed graphs using timing ce@mithmetic operations. A state of the system is defined based
strains by adding three mappingisz, andZ as follows. the locations of all automata, the clock constraints, aedvti-
Definition 3: The timed version of automataA = (Q,— ues of the discrete variables. Each automaton may fire an edge
.3, qo) is an extended grap+ = (A, x, I, G, Z), where the separately or synchronize with another automaton, leattdireg

following hold: new state.
« Y is a finite set of clocks; The UPPAAL modeling language extends the timed automata
o 1:Q — U(y); using the following additional features:

« Constantsare declared asonst name=valueBy definition,
constants cannot be modified and must have an integer value.
Bounded integewvariables are declared asnt[min,mazx]
name wheremin andmax are the lower and upper bounds,
respectively. Guards, invariants, and assignments may con
tain expressions ranging over bounded integer variables. T
bounds are checked upon verification, and violating a bound
leads to an invalid state that is discarded (at run-timedhdf
bounds are omitted, the default range-g¥2, 768 to 32, 768

is used.

A declaration of certain constants denoting the minimum and
maximum indices of the contention window, as well as the
number of times we can recall a backoff procedure during the

o Gi5— U(x);

e andZ :—— 2X,

The first mapping,I, assigns a sojourn or activity condition
called aninvariant, which may be true, to each location of the
untimed automaton. The second mappi@g.assigns a timing
guard to each edge <), which should be true to allow the
edge to be taken (i.e., to let the transition fire). The magpin
Z, associates a set of clock initializations, which may betymp
(Fig. 3), with each edge.

The state of timed automatodi- shows the configuration of
the automaton at a particular instant. Formally, this isphiz
(¢,v) defined based on locatignand clock valuation. In any
state, A7 can evolve either through a change in the discrete Stat‘?ransmission of the same packet after the variabléndex
corresponding to movementthrough an edge, which may changﬁas reached its maximum value. is as follows:
the location and reset some of the clocks, or through a contin 4 ' _ ’

. . . const int CW_MIN =3, CW_MAX = 10;
uous state change owing to the progression of time at the cur-

. >0 . . const int CW_RETRY_MAX =5;
rent location. Fon € ¥ andd € R=", we define the relations « Templates automatare defined using a set of parameters of

—“HC (Qx V) and—C (Qx V)? characterizing the discrete  any type (e.g., int or chan). These parameters are sulestitut
and continuous state changes, respectively, as follows: for a given argument in the process declaration. Herein, we
identify stations using the parameter of a new declared, type
1dSt, as follows :

(q,v) - (¢, v[Z(e) := O])’ (q,v) BN (¢',v+96) typedef int[0, NBR_STATIONS — 1] i dSt;

where NBR_STATIONS is an integer constant denoting

the number of stations.
« Binary synchronization channelabstract gates) are declared
aschan ¢ An edge labeled witke! synchronizes with an-
other labeled ag?. A synchronization pair is chosen non-
deterministically if several combinations are enabled.
Broadcast channelsare declared asroadcast chan ¢
For a broadcast synchronization, one sendeflision!
can synchronize with an arbitrary number of receivers
collision?. Any receiver that can synchronize during its cur-
rent state must do so. If there are no receivers, then theesend
can still execute aollision! action, i.e., broadcast sending is
never blocking.
(iﬁrgent synchronization channese declared by prefixing the
channel declaration using the keywanthent Delays must
not occur if a synchronization transition is enabled in an ur
gent channel. Edges using urgent channels for synchroniza-
tion cannot have time constraints, i.e., no clock guards. Ur

The modeling language of UPPAAL consists of networks of gent locations are semantically equivalent to adding araext
timed automata. In fact, a system is modeled as a network otlock z, that is reset on all incoming edges, and having an in-
timed automata in parallel, each of which is related to astlea variantz < 0 on the location. Hence, time is not allowed to

e=(q,a,q) €=, G(e)(v) V& eR206 <8I(q)(v+d)

The role of the invariants is important. Indeed, as the tinoe p
gresses, the values of the clocks increase providing teat#te
satisfies the invariant. For states that do not satisfy theriant,
the time progression is "stopped." This mechanism allowes th
specification of hard deadlines, i.e., when the deadlineipé
by the invariant is reached for a certain action, the comtirsu
flow of time is interrupted. Therefore, the action becomes ur
gent and is "forced" to occur if enabled.

A deadlock status will therefore be given to any timed config-
uration of an automaton whose related active location halse f
activity condition, and whose its outgoing transitions tedive
false timing guards. In other words, the time cannot pragres
under such a state in which no actions are enabled in respe
to the timing guard. Therefore, there is no method avail&dre *
leaving this state and enabling the time to progress again.

B. Modeling Language of UPPAAL
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progress when the system is at an urgent location. We also add a new broadcast channeliision to con-

« Committed locationare even more restrictive in their execuvey an event broadcasted by the medium to all stations when-
tion than urgent locations. A state is committed if any of thever two or more of them try to simultaneously communi-
locations in the state is committed. A committed state cannmate with the medium. We also use an array of channels
delay and the next transition has to involve an outgoing edge:l/[N BR_STATION S], each of which (i.e.f ail[st]) is re-
of at least one of the committed locations. lated to the signals exchanged between the medium andrstatio

« Arraysare allowed for clocks, channels, constants, and integer to depict possible transmission failures.
variables, and are defined by appending the size to the \@riab Before proceeding with the description of the translation

name, e.g., method, we provide below the global declarations of the con-
chan beginSendPDU[NBR_STATIONS]; stants and variables used to define our system processek and a
chan endSendPDU[NBR_STATIONS]; lowing them to be simulated and verified:
chan beginReceive PDU[NBR_STATIONS]; const int DATA_RATE = 1375000; //1.375 MBytes/s.
chan endReceive PDU[NBR_STATIONS]; const int PREAMBLE = 192; //length of PDU preanble in
« Expressions in UPPAALange over clocks and integer varibytes.
ables. Expressions are used with the following labels: const int ACK_DURATION = PREAMBLE
— A guard: A guard is a particular expression satisfying + ((14 % 1000000)/ DAT A_RATE);

the following conditions: it is free of side-effects, and itonst int TIME SLOT = 20,SIFS = 10,DIFS = SIFS + 2 %
evaluates to a Boolean; in addition, only clocks, integetrnve sLoT, TIMEOUT = SIFS + ACK_DURATION, EIFS =
variables, and constants are referenced (or arrays of theserrouT + DIFs;
types); clocks and clock differences are only compar@eol wmStatus = true; //a variable that denotes whether the
to integer expressions; guards over clocks are essentialyi umis free or not.
conjunctions (disjunctions are allowed over integer condint To[NBR_STATIONS]; I/ To[st] denotes the recei ver
'[iOﬂS). station to which st is sending a PDU.
— A synchronization: A synchronization label is on either theint From[NBR_STATIONS]; /1 From|st] denotes the sender station
Ezxpression! or Expression? form or is an empty label. fromwhich st is receiving a PDU.
The expression must be free of side-effects, evaluate ton@ Duration[NBR_STATIONS]; I | Duration|st] contains the
channel, and only refer to integers, constants, and ch&nnglansni ssion duration of the PDU sent by station st.
— An assignment: An assignment label is a comma-separatetlch a value will be computed by a function getDuration()
list of expressions with a side-effect, where expressiofé&endi ng on the PDU I engt h.
must only refer to clocks, integer variables, and constants the following arrays of synchronization channels of-
and can only assign integer values to clocks. fer the means to mallow th&tation, BackingOff, and
— Aninvariant: An invariantis an expression that satisfies th&/ireless Medium processes to cooperate through interac-
following conditions: it is free of side-effects, with ondy tlons:
. . chan fail[NBR_STATIONS];
clock, integer variables, and constants referenced, aad i$
conjunction of conditions of the form < e orz <= e, ’;Lgﬁdzjgs;n;:gpcglg;[j@"gh_STATlONS]Y
wherex is a clock reference andevaluates to an integer. endSendPDU[NBR_STATIONS],
beginReceive PDU[NBR_STATIONS],

. . . . dReceive PDU[NBR_STATIONS];
C. Translation of UML State Machines into Timed Automata ¢nan 2Zgin€§:;Zi40K[[JVBR__STATIONS]],

. . . dSendACK[NBR_STATIONS],
The method of translating UML state diagrams into UPPAAL lc;ggin?eceiveA[CK[NBR_STATIéNS],

timed automata consists of mapping each state machineninto,a 2:55;52?;3}%?1\%%%;Z?%%gf]'
UPPAAL timed automaton. We also have to formally model the  cndBackOffINBR_STATIONS;
behavior of the wireless medium, be it an access point (in in-

frastructure mode) or a transmission channel (in ad hoc jnod
For both of these situations, any instantaneous synctedni
action a between a station and a medium, is represented afach state in the UML diagram whown in Fig. 1 is translated
two abstract interactions:{ on the sender side, and on the into a location using the same label in the target timed aatom
receiver side). Moreover, if action is non-atomic, it needs ton (Fig. 3). A transition arc of UML state machine is splitdn

to be split into two instantaneous sub-actidiegin — ¢ and two edges along with an intermediate location if the arc is a
end — a, which will be handled as previously described. Ther&ompound transition (including a dynamic choice vertexjsor
fore, every method call in the state machine of statign,is labeled with an action whose performance has a non-zero du-
translated into a pair of interactions over related synciza ration; otherwise, the arc is translated into only a singlgee

tion channels. For instance, the sending of a PDU is mappddreover, if the compound arc is labeled with an instantaseo
into the pair geginSendP DU |st]!, endSendP DU |st]!), and action, the in-between location should be a committed lonat

the message destination is stored in ##€ position of the  The first edge will be labeled with the triggering event of the
array ToINBR_STATIONS]. Similarly, the reception of arc, the second edge with its action, and the intermediate lo
the PDU is mapped into the paibeginReceivePDU [st]?, cation with its guard. If a trigger event is a timed event (.e.g
endReceiveP DU |st]?), and the message source is stored in th& hen(TIM E_SLOT) in Fig. 1), we use clock to add the

st position of the arrayFrom[NBR_STATION S). invariantz < TIME SLOT to the source location of the first

.1 Station Template
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WaitingUntilSendAck

endReceivePDUst] ?
- x<=SIFS
x:=0
beginReceivePDU|[st] ? x==SIFS
collision? PDUSender := From[st] beginSendACK[sf]!

To[sfl:=PDUSender
endSendACK(st]!
x:=0

Idle_Connected ©\ collision?

Disconnected

WaitingUntilTransmit

L WirelessMediumSensing
y y<=DIFS &8 x<=TIME_sLoT ___*==T'ME_SLOT
e:idSt
el=st wmStatus
x=0 PDUReceiver:=e, x:=0, y:=0 x:=0 IwmStatus
endReceiveACK[sf]? beginBackOffsf]!

y==DIFS faillsf] ?

X20.y:=0 endBackOff{st]?
beginSendPDU[sf|! =0y= BackingOff
Z’)o[sf] ;:PDURec%‘ver, )

uration[sf]:=getDuration() beginSendPDU[sf]!
To[st]:=PDUReceiver,

Duration|st):=getDuration()

WaitingForACK beginBackOffsf|!
beginReceiveACK[sf]? Z<:T”‘”rEO{” endSendPDU[s]! collsion? 2==TIMEOUT
ACKSender:=From|sf] N N\ z:=0 N
. z<=TIMEOUT
ACKSender==PDUReceiver 2 TIMEOUT

collision?

Fig. 3. UPPAAL automaton of a wireless station.

WaitingUntillCurrent TransmissionlsOver lwmStatus
x:=0,incCWindex()

lwmStatus
x:=0,incCWindex()

beginBackOff[st]?
x:=0,incCWindex()

. x:=0

x<=TIME_SLOT

BOCounter==0
endBackOff[st]!

BackOffDelayWaiting rKey:RandomKeys WaitingDIFS
y==DIFS

BOCounter:=generateBOC(rKey), x:=0

x<=TIME_SLOT && y<=DIFS

BOCounter>=p && x<=TIME_SLOT

wmStatus
x:=0,BOCounter--
OCounter>0

x==TIME_SLQOT && B

y==DIFS i BackOffFrozen
=0 lwmStatus
: — x<=TIME_SLOT
x:=0
wmStatus ! W’"S'if‘jz x==TIME_SLOT
WaitAgainDIFS
wmStatu. C
x:=0,y:=0

x<=TIME_SLOT && y<=DIFS

Fig. 4. UPPAAL automaton of the BackOffprocedure.

edge. We also need to add the initializationedb all incoming invarianty < DIFS && x < TIME SLOT of the target
edges for this location (Fig. 3). For instance, the arc betvihe locationWaitingUntilTransmit

idle andWaitingUntilTransmittates in Fig. 1 is translated into a

single edge between the corresponding locations in thermsto  On the other hand, each of the two outgoing arcs from the
ton shown in Fig. 3. The edge is labeled with the assignmédatter state (Fig. 1) splits into two edges (Fig. 3) becauseaf
PDU Receiver := e, wheree is the station receiving the PDU.them is a compound transition and the other requires a nom-ze
The command: idSt leads to a non-deterministic choice of théluration. Indeed, the control can remain at locatdaitingUn-
value ofe within the intervalidSt, but thanks to the edge guardilTransmit (Fig. 3) as long as its invariant remains true; how-

it will differ from the sender stationst. The edge also has asever, whenever the guard== T'/M E_SLOT becomes true
its assignments the initialization of clocksandy used in the the Boolean variablemStatus is tested at the committed in-
termediate location. If the invariant is found to be false.(ithe
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wireless medium is found to be busy), an initiating sighajin- SendPDUe]?, beginReceivePOd]!) and consists of model-

BackOffst], is then sent to the corresponding backoff processg the beginning of a transmission, whereas the secondgair

and the control passes to tBackingOfflocation where it awaits (endSendPD[#]?,sendReceivePO¥!), and models its termi-

the reception of the termination signahdBackOffsf. If the nation. The delay between these two pairs depends on the dura

Boolean variablevmStatuds true (which means the mediumtion of the PDU transmission. Such a time constraint is degic

is continuously free), the control returns backfitingUntil- by the invariant < Duration[from] on the node between the

Transmit two pairs, and the guard== Duration|from] on the outgo-
Note that this sensing procedure continues until the guand) arc from this node. Any intervening transmission (of dPD

(y == DIFS) becomes true, thereby causing a control transfer ACK) during the control remaining in the intermediate aed

and the sending of the PDU. Because this latter action istaot will create a collision.

stantaneous, we need to split it into more than one edge3Fig. On the other hand, the process of sending acknowledgments is

along with the intermediate (but not urgent) location wheire modeled exactly in the same way with of{pU suffixes related

ther the send action successfully ends, leading the tran$fe to interactions’ names being substituted wiBK suffix.

control to the locatioWaitingForAck or acollision? event oc-

curs, allowing the control to pass to another intermediatad C.4 System

tion. In either case, a new clockis initialized and the control  once the templates have been defined, we build the entire
waits for as long as the invariant < TIMEOUT remains gystem by instantiating thtation andBackingOfftemplates
true. However, in the latter case, the control will be folgib 55 many times as necessary, and then combine, in paradel, th

transferred to thackingOfflocation, whereas in the formerproduced processes with the singléireless M edium process
case, thewaitingUntilTransmitlocation can be left to the ini- (see the following example).

tial idle location if an acknowledgment is correctly received be- '

f he ti t t - oth . it will b itedH Station0 = St atlpn(O);

ore the timeout event occurs; otherwise, it will be exitedre gackingor f o=gacki ngd f (0) ;

BackingOfflocation. Recall that this location is entered by senditalt(! Oné f=l§tBat L_On(g} b

ing abeginBackOffs{ signal to launch the backoff process, an§°*' "9 F 1=Backi nga f (1);

can only be left by receiving aEndBackOflfst] signal_ /1 List one or nore processes to be conposed into a system
system Stati on0, Backi ngOf f 0, St ati onl, Backi ngOf f 1, Wr el essMedi um

C.2 BackingOff Template

When abeginBackOfkignal is received at the initial location,
a backoff procedure is launched and the control is moved to V. MODEL CHECKING PROPERTIES
the WaitingUntilCurrentTransmissionlsOvdocation (Fig. 4),  Model checking is an automatic verification technique for
where it remains as long as the wireless medium is sensechagdware and software systems [4]. Given the model of a sys-
busy. Once the medium becomes free, it should remain so fefm, a model checker automatically tests whether the model
DIFS units of time so that the control can move forward to th@eets the given specifications. The specifications are lysual
BackOffDelayWaitindocation; otherwise, the control returnsyritten in propositional temporal logic, i.e., linear teampl
back to the source location, thereby leading to a re-lawmgchilogic (LTL) or CTL. The verification procedure is an exhausti
of the backoff procedure with a widened contention window. search of the state space of the system under design. UPPAAL

During the transition to th&ackOffDelayWaitingocation, a is one of the many model-checking tools that can be utilized.
backoff counter is randomly sampled from the contention-win Similarly to the modeling process, the requirement spesific
dow. The control will stay at that location, and the backofions must be expressed in a formally well-defined and maehin
counter is then decremented for each time slot as long as tbadable language. Several types of logics exist in thexscie
medium is sensed as free. Once this counter reaches zerojifliterature, and UPPAAL uses a simplified version of CTL,
endBackOffsignal is triggered, and the control returns to th@here the nesting of the path formulae is discarded. As with
initial state. However, if the medium is sensed as busy in tiierL, the query language consists of both path and state for-
meantime, the backoff counter decrement is frozen untilthe mulae; state formulae describe individual states, whepe#s
tervening communication is completed. Thereafter, theiumd formulae quantify over the paths or traces of the model. Path
has to be sensed as free atWiaitAgainDIFSocation for DIFS  formulae can be classified into reachability, safety, anehiess
units of time to allow the control to return to tiB&ackOffDelay- types.
Waiting location; otherwise, the backoff is re-launched and theState Formulae: A state formula is an expression that can
contention window is widened. be evaluated for a state without looking at the behavior ef th
model. For instance, this may be a simple expression, such as
y >= DIFS, which is a true expression for a state whenever

The role of the medium is to forward messages (PDU) fromy is greater than or equal to/F'S. The syntax of state for-
the senders to the receivers, and vice versa, forward adknowmulais a superset of a guard formula, i.e., a state formala is
edgment packets from the receivers to the senders. Transmigxpression free of side-effects; however, in contrast taead)
sions may fail or interfere with other transmission leading the use of disjunctions is not restricted. It is also possibl
collisions (Fig. 5). The process of sending a PDU is mod-test whether a particular process is at a given locatiorgusin
eled through two pairs of successive interactions between @&xpression in the form a$tation0.ldle_Connected, where
medium with a sender and a receiver. The first paibisg{n- Station0 is the process anttlle_Connected is the location.

C.3 Wireless Medium Template
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collision!
wmStatus:=true a:idSt
beginSendPDUa] ?

a:idSt
beginSendACK[a)?

a:idSt
beginSendPDU[a] ?

a:idSt
beginSendACK[a]?

collision!
wmStatus:=true

faill from]!
wmStatus:=true

faill from]!
wmStatus:=true

e:idSt
beginSendACKle] ?
wmStatus:=false, from:=e, to=Tole], z=0

e:idSt
beginSendPDUe] ?
wmStatus:=false, from:=e, to:=To[e], z:=0

a:idSt a:idSt
; i ?
beginSendPDULa]? beginReceivePDU[to]! beginSendPDUa]?

i i /
lbeginReceiveACK[to)! Fromlio]:=from

From(to]:=from

endReceivePDU[to]!
wmStatus:=true, z:=0

endReceiveACK[to]!
wmStatus:=true, z:=0

L z-=ACK_DURATION

endSendACK[from]?
z<=ACK_DURATION

collision!

z==Duration|from] )
wmStatus:=true

endSendPDU[from] ?
z<=Duration[from]

a:idSt
beginSendACK[a] ?

a:idSt
beginSendACK[a] ?

a:idSt
beginSendPDU[a] ?

) a:idSt
a:idSt beginSendPDUla] ?

beginSendACK[a] ?

a:idSt
beginSendACK[a] ?

A

Fig. 5. UPPAAL automaton modeling a wireless medium (ad hoc mode) or access point (Infrastructure mode)

In UPPAAL, a deadlock is expressed using a special state forfor UPPAAL, these properties are formulated positively,,e.
mula (although this cannot be used alone as state formula)something good is invariantly true. Leétbe a state formula.
Such a formula simply consists of a keyweleidlock andis ~ We consider to be true for all reachable states using the path
satisfied for all deadlock states. A state is considered d-dea formula A[]¢, whereasE[]¢ indicates that there a maximal
lock state if no outgoing action transitions exist from heit  path should exist such thatis always true. For instance, we
the state itself or any of its delay successors. Owing totine ¢ proved using UPPAAL that the following two properties are
rent limitations in UPPAAL, the deadlock state formula can satisfied:

only be used with reachability path formulae, as shown later

« Reachability Properties: Reachability properties are the A[] not deadlock;, (2)
simplest form of properties. They ask whether a given state
formula, ¢, possibly can be satisfied by any reachable state. A[|(Stationl. W aitingFor ACK imply
Another way of stating this is, does a path starting at th&ini 3)

. ; - jonl. = DIF
state exist such that is eventually satisfied along that path? Stationl.y > 5)

We express that some state satisfyinghould be reachable which state respectively that the model is deadlock-frek an
using the path formulay <> ¢. Reachability properties are pehaves in accordance with the F'S constraint.

often used to perform sanity checks when designing a modgl Liveness Properties: Liveness properties are of the form:

For instance, for the model described in [1], we checked such'something will eventually happen®, e.g., when pressirg th

properties using formula, e.g., (1), on—button of a TV remote control, the television should even-
tually turn on; or in a communication protocol model, any
E <> Station0.W aitingFor Ack (1) message that has been sent should eventually be received. In

its simple form, the liveness is expressed using the path for
to determine whether the enhanced CSMA/CA protocolmula A <> ¢, meaning that is eventually satisfied. A
makes it possible for the sender to send a message at alinore useful form is deads_to or response property, writ-
and whether it allows a message to be received. Althoughen asp --» ¢, which is read as, whenevegiis satisfied, then
these properties do not guarantee the accuracy of the piotoc eventuallyy will also also eventually be satisfied, e.g., when-
by themselves (i.e., whether any message is eventually-deli ever a message is sent, it will eventually be recefvefor
ered), they do validate the basic behavior of the model. instance, we proved using UPPAAL that the two following

« Safety Properties: Safety properties are of the form: "some- liveness properties are not satisfied:

thing bad will never happen". For instance, a deadlock ghoul
never occur in the model of the modified or the original ver-
sion [1] of the CSMA/CA protocol. A variation of this prop- Station0.WaitingUntil Transmit 4)
erty is that "something will possibly never happen”. For in- --» Station0.1dle_Connected,
stance when playing a game, a safe state is one in which the
game can still be won, and hence will possibly not be lost4¢ --» ¢ is equivalent toA[| (¢ = A <> ).
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Station0.WaitingFor ACK

5
--+ Station0.Idle_Connected. ®)
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[15] T. A. Henzinger, “Symbolic model checking for real-nsystems,Infor-
mation and Computatigrvol. 111, pp. 193—-244, 1994.
[16] D. Harel, “A visual formalism for complex system&tience of Computer

The counterexamples include a peculiar case in which two Programming Elsevier, vol. 8, 1987.
stations repeatedly try to transmit at the same time and tHéA R. Alurand D. Dill, "A theory of timed automata;Theoretical Computer

chose the same backoff delays, thereby leading always to
evitable collisions.

VI. CONCLUSION
In this paper, we presented a formal approach for modeli

and checking a new variant [1] of the IEEE 802.11 CSMA/C/

protocol. We formally proved that the safety propertiessates-

fied (e.g., absence of a deadlock) by this new version. Horvev
the model checking shows a peculiar case leading the prdtoco

not consistently guaranteeing a successful transmis$iosok-

ets. Furthermore, no upper bound exists for the requirealydel

to successfully transmit a packet.

Probabilistic model checking can therefore be applied 1o o@ms

Sciencevol. 126, pp. 183-235, Elsevier, 1994.
R. Alur, C. Courcoubetis, and D. L. Dill, “Model-checig for realtime
systems,” inProc. LICS pp. 414-425, 1990.
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model to evaluate the timing limits. To enable such an ap;m'pamal modeling and checking of concurrent and reactive systemh as wire-

we have to label transitions of our automata with quantitedin-
notations regarding transmission success, failure, alidioa
probabilities. Thereafter, more suitable tools must to $eduto
make use of this information to deal quantitatively with kke-

less communication protocols, distributed systems, wafidtical, and mission-
critical software systems. He proposed formal semanticdUfdL state ma-
chines and interaction diagrams based on timed Petri ndtsamsition systems
so that these could be used as formal specification langdfagesactive and
concurrent systems. His work deals as well with the issuésese systems cor-
rectness and consistency, compatibility, and behaviatastitutability of theirs

ness properties. On the other hand, we believe that our mod@mponents.

can also be used for a security analysis, such as attackidetec
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