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Game-Theoretic Analysis of Selfish Secondary
Users in Cognitive Radio Networks

Halefom Kahsay, Yalew Zelalem Jembre, and Young-June Choi

Abstract: In this paper, we study the problem of selfish behav- PUs. Since the SUs use CSMA/CA, their transmission relies on
ior of secondary users (SUs) based on cognitive radio (CR) thi random deference of packets for efficient use of the spectrum
the presence of primary users (PUs). SUs are assumed to conte hole. Although it is assumed that all the SUs respect thesrule
on a channel using the carrier sense multiple access with dision  of the protocol, there is a possibility of selfish SUs due t® th
avoidance (CSMA/CA) and PUs do not consider transmission of programmable nature of the MAC. While selfish SUs avoid in-
SUs, where CSMA/CA protocols rely on the random deference of o o ance with PUs, they may access the spectrum holesggre
packets. SUs are vulnerable to selfish attacks by which selfisisers sively.

could pick short random deference to obtain a larger share othe L
available bandwidth at the expense of other SUs. In this pape We use game theory, which is a very powerful tool to study

game theory is used to study the systematic cheating of SUs inthe selfish behavior of players. We elaborate on the behatior
the presence of PUs in multichannel CR networks. We study two Such selfish SUs and its effect on the system by using the game
cases: A single cheater and multiple cheaters acting withawany —theory. We assume the secondary users as players, the throug
restraint. We identify the Pareto-optimal point of operation of a put they get as their payoff, and the size of the contention wi
network with multiple cheaters and also derive the Nash equib- dow as their move. We obtain the Pareto-optimal and the Nash
rium of the network. We use cooperative game theory to drivette  equilibrium point of operation of such a system.

Pareto optimality of selfish SUs without interfering with the ac- We organize our paper as follows. Section Il addresses re-
tivit)./.of.PUs. We show the influence of the activity of PUs in tle | 5ta4 work. In Section Ill, we describe our system model. In
equilibrium of the whole network. Section IV, we derive the throughput of SUs in the presence of
PUs. In Section V, we present a game theoretic model of the
system, and in Section VI we show numerical results. Finally
Section VII concludes the paper.

Index Terms. Cognitive radio network, game theory, Nash equilib-
rium, Pareto optimality.

[. INTRODUCTION

‘ N TIRELESS technology relies on frequency spectrum as .
fundamental resource. While frequency allocation charﬁ;rhe study of CSMA/CA deference mechanism through game

reveal that almost all frequency channels have already heenf eo(rjy.m(ide:j has beetrrl.foundklr:jllteratutres. Thde eaCrlléeEk 5o
signed, traditional static spectrum allocation strategiause ound in [4]. However, this work does not consider environ

: nent. Hence, the rest of this section focuses on CSMA/CA for
temporal and geographical holes [1] of the spectrum usage n ’
licensed channels. Cognitive radio (CR) is viewed as a nogiﬁdsyskt]enjs. llnr[]5], th? agthors I[;rohpose ?(I;/Iéb\l\j::/cch:metthatketm-
approach for improving the utilization of this precious urat € Soﬁ) yf'.c? c gntnepsuln aquPIB anr;]e ical ch nle work to
esoutc, e radlo clecomagnetcspeeum (2] CR ookt SR 200 0 PLe FoL U P e B
have two types of users: Primary users (PUs) and second .
yp y ( ) assumed to follow the CSMA/CA protocol. This scheme

users (SUs). PUs are not aware of the SUs’s behavior and ‘ ider that su heat and et h h
do not need any specific functionality to coexist with SUs wh €S not consider tnat any can cheat and get more througn-

are typically not licensed and responsible for avoidingiife- put at the expense of other SUs. This problem will be adddesse

ence with PUs’ transmissions. N our paper. ) o
Medium access control (MAC) of a CR system is usually In [6], the authors study selfish behavior in CSMA/CA net-

analyzed based on the Markov chain of carrier sense multiﬁYQrk‘?’ using t_he game theory and propose a @stnbuted _mbt_oc
access with collision avoidance (CSMA/CA) [3]. In this papetf) guide multiple selfish nodes to Pareto-optllmal Ngsh dnpuil

we also adopt a Markov model and embed channelization iffgM- The authors computed the Pareto-optimal point of -oper
CSMA/CA by which SUs operate on multiple channels with lo/@tion of such a system, and study the equilibrium of dynamic

priority to provide strict quality of service (QoS) guareetfor 9ames. Besides that, this _Work also proposed detection and a
punishment technique against cheaters.
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Table 1. Summary of notations and symbols.

Notation

Representation of the symbol or symbol

Cheater secondary users P

§ / y

@\\ «) by
& Secondary users Ncu

/‘/// \ %p
0 ‘k 0 0 ey
@ & Primary users (LJ)
S w
W;
Fig. 1. Network setup of the proposed model. gg/,’mx

game model is also proposed to interpret the IEEE 802.11 di%1ch
tributed coordination function mechanism. They desigmasi .°
ple Nash equilibrium backoff strategy to present a fairryzsae b ;
model. In [8], a game-theoretic approach is used to studigkel Pj‘d
MAC-layer misbehavior under CSMA/CA, where the obtainedﬁl
bandwidth shares are considered as payoffs in a non-cdyeera g
CSMAJ/CA game. L
All the above references study the behavior of selfish user%jfd
in CSMA/CA protocol. They all assume that the entire nodes?c
have the same quality of service requirementbut do notdensi
the presence of PUs. In our paper, we address the influence of
PUs in addition to cheating behavior of SUs. We first deriee th Ui(s)
throughput of SUs in the presence of PUs and then investigat:eu
the cheating behavior of SUs. r

The probability that each channel is occupied by PU
The blocking probability of channels due PUs activities
Number of channels

Number of PUs

Number of SUs

state wheré represents

backoff stage angl represents backoff counter
Contention window size

Contention window size at the backoff stage
Maximum Contention window

Minimum contention window

Stochastic backoff process time

stochastic process representing back of stage
Collision probabilty

Number of SUs in a single channel

Access probability of each node

the stationary probability of state, )

The probability successful transmission

The probability channel idle

The probability channel collision

Throughput per channel

Packet length

The average time needed to transmit packet lefigth
Duration of idle

Time spent in collision

Number of secondary Users

Numbers of cheaters

Pay of function playef for strategys

Cheaters access probabilty

Well behaved access probabilty

throughput for playet

Maximum throughput that can reached by the cheaters
Lagrangian multipliers
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. SYSTEM MODEL

Our network model consists of an access point and two tie({ﬁ
of users: The PU tier and SU tier as shown in Fig. 1. SUs are
classified into well-behaved and cheating users. We asdhae t
PUs have guaranteed QoS as explained in [5] and each user
identifies its user type (primary or secondary) using themesl
field of association frames. We also assume that there isdqo hi
den terminal problem. SUs use CSMA/CA based protocol to re- IV. THROUGHPUT OF SECONDARY USERS IN THE
solve the contention at MAC layer whereas channels assigned PRESENCE OF PRIMARY USERS

E:{lﬁoarsn(;t?r%g%gi!n rrroultlpi)rlle f;iqtiggg?:?;ﬁ;' I\;V?rgmnz' In this section we determine the throughput of SUs in the
9 q Y hopping seq P w presence of PUs. The throughput obtained in this sectioh wil

channgls, eg, Latin square, .Wh'Ch exploits fr_equencgrdlw e used to comupte the the utilization function in Sectiol\Vé.
to avoid channel fading and interference. This model opsra odify the CSMA/CA analysis for the SUs is modified from
on multiple channels and SUs can randomly select an opgratfg] For a given node (i.e., SU), each state is represented as
channel after sensing all channels. - . e T
) . . wherei is the backoff stage anglis the current backoff
The throughput of PUs is obtained under the assumption Ofﬁéﬁz ! ge ang

. . : . ter. Leb(¢) be the stochastic process representing the back-
sensing error. Once they are admitted into the network,jtrsty %}time counter for a given node. It has MiNiMUEV, ., —

channels are busy due to PUs depend#pand is given by

P, = pNen, (2)

:_ra?smlt thelrhframes in the channels :ﬁSlgned b%/ ttr;]e APJ and maximumCW,,.. — 2™ wherem represents the
atin square hopping sequence is used to generate the pro aximum backoff stage and’ represents a contention win-

ity of a PU for each secondary frame interval uniformly witho dow. The stochastic backoff process representing the facko
a priori knowledge of hopping pattern at any SU [5]. Suppog?

f the SU at timet is given bys(t). At each
the probability of each frequency channel being occupietthby trage(O, m) of the at timet s given bys(?) -

o fa PUP. is ind d d identical of ansmission attempt, every packet collides with a cotstad
transmlsspn ofa PUL, s in epen ent and ent!ca 0 Onqndependentprobability ofregardless of the number of retrans-
another. It is a measure of the primary activity and is given b

missions.
N The bi-dimensional processs{t),b(¢)} is modeled with
N L (1) discrete-time Markov chain. It represents the operatio8d$

CH in one channel among multi-channels in the presence of PUs;
whereN,, is the number of PUs anlicy is the number of chan- therefore we need to derivél", the number of SUs in a single
nels under the assumption ths;, < Ncy. The probability that channel statistically. The average number of SUs in ond-avai

P, =



442 JOURNAL OF COMMUNICATIONS AND NETWORKS, VOL. 17, NO. 4, AUGBT 2015

Fig. 2. Markov chain model for SUs based on CSMA/CA.

able channel is given by Let the stationary probability of staté j) be denoted by; ;.

A transmission occurs when the backoff time counter is equal
zero. Thus, we can write the probability that a node trarsmit
a randomly chosen slot time as:

N
P, = pNew,

Nlch _ NS

S - NCH(l - Pp) (4)

M—-1
where Ncu (1 — P,) is the average number of available free T = Z bi,j- (6)
channels. The state transition probability for the Markbgio i=1

in Fig. 2 is given by For the above Markov chain, the closed-form solutiortfgyas
Co . a function of p is obtained as follows. First, we can write the
Plj,kljk+1}=1—-PF, k 0,W; —2 0 . S . ’
{7 klj ke +1} b € (0,W;=2),j € (0,m) stationary distribution of the chain féy o, b, 0, andb; :

P{j,klj, k} = P, ke (0,W;—=1),j € (0,m)
P{O’kb’o}:W’ ke (0,W; —1),5 € (0,m) bo = b by 0<i<m
J 0 T T-p, 00,05
i
P{m, kim, 0} = o—. ke (0,W,,—1) bmo = ToBRI) (7)
" (5) bno = 7{/{/%:%)1’@71,0- 0<ES Wiy

whereW; represent the contention in théh stage. The first The first and second expressions in (7) come from the fact that
equation in (5) accounts for the fact that, when a SU has a pbs-1? = bio/(1 — F) for 0 < i < m andbm,o = t55boo

itive backoff counter value of + 1, he decreases his backofiwhereb,, 1p = b; /(1 — P,). The third equation can be ob-
counter value if the channel is not occupied by a PU with prob&ined by considering that:" ; b; 0 = bo,0/(1 — p) and taking
bility 1— P,. If the channel is occupied by a PU with probabilitthe chain regularities into accoufior « < (1,CW; —1)). We

P, the SU maintains his backoff counter value as the same vahave

k as shown by the second equation. The third equation accounts

for the fact that a new packet following a successful packeis- CW; — k (1=p) =25 f?j,o, i=0.
mission starts with backoff stage 0, and thus the backoffiis ibi,kzmz Pbm.o, 0<i<m,0<k<W;_y.
tially uniformly chosen in the rang@, W, — 1). The last two ’ P(bm-1k+bm,0),i=m,0 <E< W;_4.

equations model the system after an unsuccessful trariemiss (8)
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By imposing the normalization condition and consideriny (8that give player utility u;(s) for each profiles = (s; - s;) of

we can obtairb ¢ as a function op: strategies. We denote all players other than plapgr—i” and
their strategy profile by_; = (s1,--+, 81, Si+1, -+, Sn). In
m CWi -1 CW, — k our model, the players are the SUs. The pure strategy of each
1= Z bi0 CW;(1—-By)’ playeri is the contention windoW; and the utility function of
=0 k=0 ' each player is given by throughptt We assume the cheatersin
boo — 2(1 - B)(1—2p)(1 —p) . (9) Our model to be rational, i.e., they want to maximize theinow
7 (Whin + 1)(1 = 2p) + Wininp(1 — (2p)™) benefit. In this particular context, the cheaters want toimee

. the average throughput they receive by changing the caatent
Therefore, we get the access probability of the SU as fouo"‘(ﬁindow W,. In our model there ar& players out of whichl

M—1 are cheaters.
bo,o
T= Z bij = 1—p A. Variation of Throughput witfV;
i=1
2(1— P,) The throughput achieved by a given nadevhich is the av-

(10) erage information payload transmitted in a time slot over th
average length of a time slot can be computed as follows:

where pis the collision probability of a packet in a givenmchel . PIL
and is given as follows: "t T psTs y pere 1 pid7id

 Wanin + 14 Wainp S0 (2p)F

(14)

p= (= (=N (=", (11) whereP? = 79T (1 — 7/ (1 — 7)) N=D(1 — Pp) is
the probability that nodé successfully transmits during a ran-
The throughput of the given channel is used to calculate tdem time slot.L is the average packet payload siz@; =
total system throughput over all channels considering tbba EieITi(C)H(j £ i)(1 — T](C))(1 — p(N=D( — pg); T*
bility P, of a channel being busy due to PUs’ transmission. Tlhgthe average time needed to transmit a packet of Eifim-
probability of successful transmission, idleness, andisioh, cluding the inter-frame spacing periodspid = TIic (1 —
denoted byP*, P'4, and P, respectively, are given by Ti(c))(l — r@)(N=D)(1 — Ppg) is the probability of the channel
being idle; T4 is the duration of the idle period (a single slot);
s leh1 Nlch—1 P¢ =1— Ps— P'ds the probability of collision; an@™ is the
Pr=N""r(1 =1 (1= By, average time spent in the collision. Note tiR4t+ P¢+ Pid = 1
pid = Nlhr(q — T)N§°h’17 (12) has to be satisfied. Since cheateioes not respect the backoff
pe_1_ ps_ pid procedure of IEEE 802.11 (i.emm = 0 in equation (10), its
' channel access probability in the presence of PUs is given by

Assuming the probability that a channel can be used by SUs © _ 2(1— D) 15
is (1 — P,), the throughpuf per channel is finally given by i T W, +1 (15)
wherelV; is the cheatei's contention window size. The channel
S = LLU- D) (13) access probability for well-behaved node&”, is
PsT's + PcTe + pidTid p % i
: . , w 2

whereT is the average time needed to transmit a packet of Tj( ) = ) T IV (16)

size L (including the inter-frame spacing periodq)i¢ is the Winin + 1+ p0 Winin X750 (2p™)

duration of the idle period (a single slot) afid is the average where
time spent in the collision. w W\ N—T— c
i ") = (1= (1= )N e (1 - 7))

i

(1= YN (1 - )P (17)

V. GAME THEORETIC MODEL

. . . i (w) ; .
In this section, we introduce some definitions and the ternffote thatr; ™" is the same for all the well-behaved nodes; so we
nologies from non cooperative game theory, which used in ozwtr;“”) = 7(w)_ After arithmetic manipulation of the through-

paper. In many situations the theory of non cooperative ganput (14) we obtain the following expression for throughpftil)t
studies the behavior of selfish players where each playpr's dor cheatet:

timal choice may depend on his forecast of the choice of his (¢) (1)

opponent. The word “non cooperative” means that the players () = % (18)
choices are based only on their perceived self interestlaand t Tt

do not try to find an agreement with other players [9]. where

In this section we analyze the behavior of misbehaving SUs
in the presence of PUs using strategic (normal) form games. A =p-iL,
game in strategic form has three elements: The set of players c§2> = p_i(T* =T — s_(T° — T°),
i € N, which we take to be finite séf = {1,2,---, N}, the 3) . . i
pure-strategy spacg of each playei, and payoff functions; ¢ =1 =si—p T +sT°+piT

0
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wherep_;) ands(_;) are substituted as follows:

1 1 1 1 1

—m—Cheaters SUs throughput for Py = 0.00

_ Oy — w0 N=1) (g _ 1 g
P(—i) H (1 Tj )(1 T ) (1 PB)’ 16 g \ —*—Cheaters SUs throughput for P = 0.30
JjeI\{i} 1.4 ; H

Well behaved SUs throughput for Py, = 0.0
Scp= > T;C) 11 (1—7{D) (1)) N =D (1_Pp), 124 \ —«—Well behaved SUs throughput for Py, = 0.3
JjeI\{i} kel\{i,j}

Therefore the expected throughput of each node is a stdetly
creasing function in terms d¥; for a specific value of>,, the
blocking probability of PUs. From (18), each node can obtain
various throughputs by varying its contention wind@vy. This
can be shown as follows by assumiig for a constan®,. By
taking the first derivative in (18), we obtain the following-d
creasing function:

Throughput mbps

Contention window of SU

org org 871-(0)

- = (©) - Fig. 3. Throughput for 20 nodes (out of which one is a cheatetgrms of
oW or; oW; various values of?,.

1 (3
e S — (19)
(T-(C)c(-z) +c¥y2 G . —_
v v equilibrium in this game is different from Nash equilibrium
The above equation is verified by our simulation using MATD the static game of [6], because it considers the presehce o
LAB. A network consists ofV = 20 nodes randomly spreadPUs- This equilibrium is shown in Fig. 3. The throughput @ th
over an 100 mx 100 m area. We assume that all the nodes a¢B€ater is maximum wheW; = 1. His throughput decreases
within a receive range of each other. We use the parameters$en PUs occupy the channels.
the IEEE 802.11 protocol that are chosen according to th&IE
802.11b standard [10] as given in Table 2. It is also assum&d
that no RTS/CTS handshake is used. Fig. 3 plots the throughin general a desirable solution for a game should exhibit the
put obtained by a random cheateras well as by each well- following three properties: (i) Uniqueness — this is to avoi
behaved node for different values @f; and different value of uncertainties with respect to what solution each playeukho
P,. Fig. 3 shows that a cheater can increase his expected pagbffose; (ii) fairness — the solution should result in a fas d
(received throughput) at the expense of other SUs by chgasirtribution of system throughput without interfering with BU
small value oflV;. But its payoff decreases when the channetbroughput; (iii) Pareto optimality — the solution shouésult in
are busy due to PUs. Therefore the cheaters can only increagareto optimal allocation of the throughput without ifeégng
their expected payoff at the expense of other well-behald=d S the PUs [10]. Based on the above analysis there are two types o

Unique, Fairness and Pareto Optimal Point of the Game

throughput but not at the expense of PUs’ throughput. Nash equilibrium points. One of the points is found when we
o have only a single cheater which gets all the payoffs andaste r
B. Nash Equilibrium of the Game of the SUs get zero payoffs. This results in unfair distiiuoit

In normal-form game, Nash equilibrium is a profile of strate?f the throughput. The second equilibrium is found when gver
gies such that each player's strategy is an optimal reSpmns(_gheater simultaneously tries to access the channel allrttes t

the other players’ strategies [9]. !oy making itsI/_Vl-_ = 1 and then causing repe_ated collisions. This
Definition 1 (Nash equilibrium) A strategy profiley = IS cIearIymefﬁmem and leads us to a question whethertangt
(Wy,---,Wy), which is the set of contention window valuedetter can be achievedornot. . _
used by players, is a Nash equilibrium if and only if, for gver I order to derive a squtlo_n WhICh is unique, fair and opti-
playeri =1,---, 1 mal, we use the Nash bargaining framework (NBF) [11]. An
N-player Nash bargaining game consists of a piirc), where
ri(Wi, W_3) > ri( W], W_;). (200 U C R,V is a compact convex set and C U. SetU is

a feasible set and its elements give utilities that Melayers

According to (9), Nash equilibrium of our gamelig = 1. A can simultaneously accrue. Points a disagreement point that
node gains the highest throughput if its access probabdity gives the utilities that thév players obtain if they decide not to
equal tol — P, which meand¥ = 1. If only one node choosescooperate. The set af agents will be denoted bi and the
W = 1 and the other nodes choog€ > 1, the node with agents will be numberet 2, - N. Game(U, u) is said to be
W = 1 gains positive throughput while the throughput of othdeasible if there exists a pointe U such thati € I,r; > u;,
nodes are zero. On the other hand, if more than one node chaarse infeasible otherwise.
W = 1, the throughput of all nodes will be zero. However, The solution to a feasible game is the paing N that satis-
since we assume that each cheater tries to attain as higlgthro fies the following four axioms.
put as he can, it is most likely that more than one cheater setd. Pareto optimality: No point in U can weakly dominate
W, = 1. Therefore, this equilibrium is not efficient. The Nash 2. Invariance under affine transformations of utilities: If
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the utilities of any player are redefined by multiplying by &ote that somé&’}. € Y will have the same value (e.g. fér= 4,

scalar and adding a constant, then the solution to the temsfl  vectorsiWW = {2,5,4,3} andW’ = {5,3,4,2}) and they are

game is obtained by applying these operations to the paticlequivalent by using the operatsr = > ., fi(W;). By relax-

coordinate of-. ing the constraint o, and making#” continuous we have the
3. Symmetry: If the players are renumbered, then it suffice®llowing problem.

to renumber the coordinatesofccordingly.

4. Independence of irrelevant alternatives If r is the solu- Py= maX|m|zeZ log{ri(Wi)}

tion for (U, ), and@ C R’} is a compact, convex set satisfying el

u € @ andv € Q C U, thenr is also the solution fof@, u). subject toz ri ey (24)
Definition 2 If a game(U, u) is feasible then there exists a iel

unigue point in N satisfying the axioms stated above. This is <M,

also a unique point that maximize$, ., (r; — u;), overr € U.

Our game in cooperative game considers the secondary users
which are cheaters in the presence of primary users. In#énigeg wherer¢, Vi € I are continuous variables ail is a maximum
the set of the joint feasible payoffs is given as follows. throughput that can be reached by the cheaters. Shde a

relaxed version of;, this yieldsP, > P;. Therefore solving

U={(r=(r{,--rp)ri=fi(W),i € LW €S} (21) (24) means indirectly solving (24). One way of dealing with

. . P, is to solve one instanc@’}, € Y') of the problem and then
where the functiond;(.) are derived from (14) and (16). Thesimply pick the instance that maximizes edéhe Y and the
disagreement point of the Nash bargaining frame work is @fixg,responding objective function [6]. To sol&s we define the
disagreement vector = (us, -+, uy). For our modelitis rea- ¢, rresponding objective function but before that we sifgplie
sonable to define for every playee I as follows: constraint aifﬂ r¢ = Y. The Lagrangian dual of thg; is
defined as [12]

L(r, A, o, B) = S1_; log{r{ (W)} = M(E1_y7§ — Vi)

r¢>u

w= _min max r{(W;, W_;) =0.
W_;e5_; W;eS;

Therefore, the disagreement point becomes — 2L ai(u —16) = S Bi(r¢ — M), (25)
u; = 0. Using the Karush-Kuhn-Tucker first order necessary cookti
[12], we get
This implies that the corresponding strategy profileis such oL 1
that at least two or more players follow the stratégy = 1. — == Ata-Bi=0i=1,1
The above axioms are the sufficient condition for the bargain T T
ing problem B to be a unique solution. In addition to these ax- AEL 76 =Y) =0,A>0
ioms the payoffs have to be convex and compact (and there ex- ai(u; —7$) = 0,0 > 0

ists at least one feasible point strictly preferable to tisagree-
ment) [12]. However, the set of joint payoff§ in the case of
the game is neither compact nor convex: It consists of a eouie assume there exists a feasible veétorsuch that the op-
able finite number of points;. The maximization problem for timal value of P, i.e., [[,c,(r§u;) is strictly positive; then

Bi(ri = M) =0,5; > 0. (26)

the bargaining problertU, ) is given as follows. a; = Byt = 1,2,--- 1. If one cheater makes his contention
windowW; = 1 then the throughput = M but the throughput
maximizell;cr (1§ — u;) of the rest of the cheaters will be zero i€,= u = 0,V # i,
subjecttorf € N (22) which implies] [, (r{ — u;) = 0. Using this explanation, (24)
> is reduced to the following form:
In order to make the problem convex function we take the 1
logarithm of the objective function of (22) and using thetfac e A=0. (27)
u; = 0,Vi € I we obtain the equivalent maximization problem ] ] l ) ) ,
[12]. Replacmg (25) into the first constraint of (24), i.8., ., rf =
Y%, we finally get:
P = maximizeZlog{rf(Wi)} . Y
el =7 (28)
subject torf = f;(W) (23) From (26) we found out that there is a unique solution to the
¢ > u, bargaining problen®; and is fairly distributed among the SUs.
Wes In this case each SU gets equal throughput; i.e., every eheat

has to send his packets with the same contention window with-
Using the approach in [12] to solve the optimization prolsut interfering PUs’ communication. Unlike the solution(1®)
lem we solve (23). Let us define a st = {Y,: Y, = whichis Nash equilibrium, the solution in (26) is Paretoit
Doier JilWi), W e Sy xSy x--- xS, K=1,2,-- ~wk,  }. butnot Nash equilibrium.
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Table 2. Parameters and values used for analysis.

0.6
) Parameter name Value
o5 —&N, =2 Packet payload 8,184 bits
' &N, =7 MAC header 272 bits
2 -R —A—N_ =12 PHY header 128 bits
s 04 ACK 112 bits + PHY header
] Channel bit rate 2 Mbit/s
=] .
£ 03 Propagation delay 1 us
= \\ Slot time 50 ps
2 0 \A SIFS 28 s
= DIFS 128 s
°
= 0.1
1.2 —#—Throughput of SU cheater for P = 0.0
0.0 T T T T —®—Throughput of well behaved SU for Py, = 0.0
0.0 0.2 0.4 0.6 0.8 1.0 0
Probabilty of PU activity per each chanel Pp ” ' ) /./
& 0.8 00000000000
Fig. 4. Throughput of SUs with varying activity of PUs. é ] /
g 06 L."ﬁi“t
=
ol
D. Penalizing Mechanism: Towards a Unique and Pareto- Z o4
Opti libri £ ’
ptimal Nash Equilibrium = 4 /
In the above section we have determined the desired point of 02
operation and we now show one way of converging to the point
without interfering with PUs. The main idea of this stratégp 0.0 — ; ; ; ; ; ;
penalty mechanism by which players can penalize severa-devi 0 25 50 75 100 125 150 175 200
tions of another player [13]. Let us consider two arbitradss Contention window of SU
and; from the setl. Assume that playercalculates the penalty
p; to be inflicted on playey as follows: Fig. 5. Throughput vs. contention window size of cheatefsr(@des, out of
which 10 are cheaters) fdf, = 0.0.
i = ri =i, ifr§>rf
! 0, otherwise

ysis consists of 20 nodes out of which there are 10 cheatbes. T
Therefore the throughput of playgis ¢ — p; = r{ and the two parameters are the same as listed in Table 2. Figs. 5-7 plot th
SUs have the same throughput. The penalty mechanism ugeerage throughput obtained by a cheater at different saliie

is jamming which is explained in details in [6], [13]. In thisW for different activity of PUs. All the figures show that if
scheme if a player € I detects the presence of non cooperativéheaters operate & = 1 then it will result in network col-
players other than PUs; first it calculates the throughpdesf- lapse or zero throughput for all cheaters. The throughpatlof
ating SUs and if it is higher than optimal throughput it chesig the cheaters also decreases when the PUs are using the chan-

to transmit mode and jams the playjesccording the (26). nel. Fig. 5 shows that there exists an optimal pdint = 27)
at which the throughput is maximized for every cheater is thi
system.

V1. NUMERICAL RESULT When PUSs’ activity increases in the system, this point remai

In this section, we first exhibit numerical results of théhe same but the throughput decreases as shown in Figs. 5—
throughput performance of SUs based on (13). Fig. 4 shows theBut it is not fair since the cheater gets the optimal point a
normalized throughput S per channel versus the number of thre expense of the other well-behaved SUs. There is a point at
thogonal channel8’cy when the number of SUs is 20. The pawhich all the nodes intersect, which is known as Pareto opti-
rameters used are listed in Table 2. According to our arglysinal [9]. A Pareto-optimal point means that it is impossitde t
there is a Nash equilibrium point at which all the cheaterehamove from that point in such a manner that the payoff enjoyed
W, = 1, i.e., every cheater simultaneously tries to access thg other cheaters does not change. This is shown in (27) as a
channel all the time, which result in repeated collisiontsisTs result of cooperation between the SUs. Moreover, the payoff
known as law of commons [9]. At this point all the cheaters gef every cheater is maximized simultaneously. This poiotyh
null throughput. This tells us how much the Nash equilibriuraver, varies with the presence of PUs, as shown in Figs. 55-7. A
is inefficient when there are more than one cheaters. Letrus cBUS’ activity increases, this Pareto-optimal point moeegtrds
sider an ideal scenario whélé = W and modify it to synchro- more contention window and the throughput at this point also
nize with other cheaters in the system. Now the set of the andécreases.
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- 1.6
12 ——Throughput of SU cheater for P, = 0.1 | J$ ‘ ‘ ‘ ‘

—® Throughput of Well behaved SU for Py, = 0.1 1.4 —#— Without jamming
—®— With jamming

— —_
S N
I
I —
L
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= £08
: ENE R
2 £10.6
2 E 1w
=
= B 0.4
0.2
U e e e B e et S S m e
0 25 50 75 100 125 150 175 200 0 10 20 30 40 50 60 70 80 90 100

Contention window of SU Contention window size

Fig. 6. Throughput vs. contention window size of cheatefsr@des, out of Fig- 8. Realizations of penalty through selective jammiogdheaterX with

which 10 are cheaters) fa?, — 0.1. or without the penalty mechanism fé}, = 0.0.
5 . F T T
——Throughput of SU cheater for Py = 0.35 i \ W%thqutjarpmlng
1.2 —O&— With jamming
b —® Throughput of well behaved SU for Py = 0.35 \
0.6 »n 1.0
o,
2 £
e} 4
g =08
: ~—
Z 04 2.0.6
= =
o, S}
= i =
& £ 04
o
£ 02 l.th&'*
= ‘..Uoﬁﬂ 0.2
0.0
0.0 —Dﬂ — \ \ : : : . 0 10 20 30 40 50 60 70 80 90 100
0 25 50 75 100 125 150 175 200 Contention window size

Contention window of SU Fig. 9. Realizations of penalty through selective jammiogdheaterX with
or without the penalty mechanism féf, = 0.9.

Fig. 7. Throughput vs. contention window size of cheatefsr{@des, out of
which 10 are cheaters) fdf, = 0.35.

VII. CONCLUSION

In this paper we have analyzed the problem of cheating be-

Figs. 8-10 plot the average throughput obtained by cheadfavior of SUs in the presence of PUs. In order to accomplish
X when it unilaterally deviates from a given equilibrium pointhe final result, first we have analyzed the throughput of $Us i
29. As it is shown in the three figures when the user activitje presence of PUs using a Markov chain model. Then we have
increases the overall throughput of the SUs decreases proped a game-theoretic approach to model the cheating lmehavi
tional with P,. After the introduction of the detection, cheatér 0f some SUs. We have used cooperative game theory to find the
achieves the maximum throughput operating at the given eg@Ptimal point. Jamming is assumed to punish the cheaters. In
librium point where all cheaters set their contention windo?all the cases the analysis is done by considering the pres#nc
aroundto 29. This is predicted in (26), implying that thigmés ~ the PUs which is the main contribution of this paper.
an equilibrium point where unilateral deviation is not ptatfie.
Therlefore this.Nash equilibrium i.s fair a_m_d Pare‘_to optinzy. REFERENCES
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